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Status of thisMemo

By submitting this Internet-Draft, each author represents that any applicable patent or other IPR claims of
which he or sheis aware have been or will be disclosed, and any of which he or she becomes aware will be
disclosed, in accordance with Section 6 of BCP 79.

Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its areas, and its
working groups. Note that other groups may also distribute working documents as I nternet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months and may be updated, replaced, or
obsoleted by other documents at any time. It isinappropriate to use Internet-Drafts as reference material or to
cite them other than as “work in progress’.

Thelist of current Internet-Drafts can be accessed at <http://www.ietf.org/ietf/1id-abstracts.txt>.

Thelist of Internet-Draft Shadow Directories can be accessed at <http://www.ietf.org/shadow.html>.

This Internet-Draft will expire in October 2008.

Abstract

This document describes the typical usage and communication protocol of a client/server shared registry
system for management of domain name registrations. The system described isa"thick registry" system,
providing support for the storage and management of both the technical and the registrant contact information
concerning domain registrations. The system relies on the existing HTTP and HTTPS infrastructure for
transport and secure transfer to avoid having to implement a dedicated protocol and server environment. A
bespoke XML format is used to communicate between clients and the SRS server.

Comments are solicited and should be addressed to the mailing listat @ and/or the author.
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1. Introduction

1

Hunt

This document describes the Shared Registry System (SRS), a system for managing a shared domain name
registry. This system broadly satisfies the requirements for a generic registry-registrar protocol as defined in
RFC 3375 [RFC3375]. Asthis system only addresses the issue of managing a shared registry service and uses
HTTP [RFC2616] asitstransport layer, implementations are expected to be relatively easy.

This document also describes the communication protocol used by the SRS system. This protocol uses
messages in an XML format for system requests and responses. The DTD for the SRS protocoal is provided in
its entirety as an appendix (Appendix C) to this document, and individual parts of the protocol are covered in
depth throughout the document.

The SRS works in a connection-oriented fashion with no session state. The registrar sends a request document
to the registry containing commands to be executed by the SRS and the result of processing these commandsis
returned as the response. Each registrar request document receives a response document containing the result of
processing all of the requests in a single request document.

Public Key Infrastructure (PKI) is used to manage issues of security, authentication of requests and
non-repudiation of actions. Exchange of keys between the registry and registrars is outside the scope of this
document.

A system built using this protocol is used by .nz Registry Services (NZRS) and a sample implementation®
consisting of client and server software is available from the Sourceforge web site.

http://sourceforge.net/projects/dnrs/
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2. Conventionsused in this Document

The definitions of Registry, Registrar, and Registrant from RFC 3375 [RFC3375] are used in this document
and are included below.

SRS
Registry:

Registrar:
Registrant:

UDAI:

2.1 Terminology

a software implementation of the shared registry system described here.

An entity that provides back-end domain name registration servicesto registrars,
managing a central repository of information associated with domain name delegations.

A registry istypically responsible for publication and distribution of zone files used by
the Domain Name System.

An entity that provides front-end domain name registration services to registrants,
providing a public interface to registry services.

An entity that registers domain namesin aregistry through the services provided by a
registrar. Registrants include individuals, organizations, and corporations.

The Unique Domain Authentication Identifier (UDAI) isadomain code that is generated
by the SRS and stored by the registrar and registrant to restrict updates to domain details.
The value of the UDAI is not stored within the SRS, but a message digest of the valueis
kept to check the integrity of domain update and transfer requests. The UDAI SHOULD
be an ASCIlI [US-ASCII] encoded character string.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in
RFC 2119 [RFC2119].

Hunt
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3. System Description

The SRS provides the functions required to support all of the usual business functions of a domain registration
service, including:

creation, maintenance, querying and deletion of domain details

querying of public details of adomain - to support a public WHOIS service

transfer of domains between registrars

creation, maintenance, querying and deletion of registrar details

regular zone file creation for domains delegated to appear in the domain name system (DNS)
registrar account query, maintenance, and message polling

creation and cancellation of scheduled jobs in the SRS to support business functions (such as building zone
files and releasing and renewing domains)

management and configuration of the SRS by the registry
billing and accounting functions to work with the registry's accounting system

Direct and indirect interactions with the SRS may be split into three main groups:

the public (including registrants),
registrars,
and the registry.

Their interactions with the SRS are summarized below.

Fublic

Public /

WHOIS queries registrants DMS queries and
and resporses reSpOnses

Registrars

Registrar
service

HTTRPHTTPS
(SRS protocol)

Registry
WHOIS server SRS DME

3.1 ThePublic

The public (and registrants - the domain registering public) have no direct access to the SRS server. They

Hunt
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interact with the system through:
e querying domain ownership detailsin the public WHOIS system,

» performing hostname lookups to access services hosted on the internet,

* registering domains by establishing a business relationship with aregistrar,

« transferring their registered domains between registrars,

» and maintaining their own domain details through systems provided by aregistrar.

3.2 Registrars

Registrars generate most of the work that the SRS server handles. They are expected to maintain their own
registrar details within the SRS as an aspect of their business relationship with the registry. They aso offer
services to the public, or arestricted section of the public, to manage domain registrations. These public
services are likely to include:

» checking availability of domain names,

e registering domain names,

 transferring domain names from another registrar,

» cancelling domain registrations,

¢ billing for domain registrations,

« and providing a service to alow registrants to maintaining domain details.

In addition to their customer services, registrars are expected to regularly poll the SRS server using the
GetMessages (Section 6.3.1) request, to retrieve details of actions relevant to their business with the registry
that they have not initiated directly (for instance, registrant-initiated transfers of domains from them to another
registrar, and actions performed by the registry on their behalf).

3.3 TheRegistry

Generally the registry will be responsible for maintaining all of the information associated with domain name
registrations (including both the technical information required to produce zone files and the contact
information for registrars and registrants), running the SRS service to support registrars and its own
maintenance of domains, running a public WHOI S service compliant with RFC 3912 [RFC3912], regular
backups, data security, and running root name servers for their domains.

By running a "thick registry" system, the registry provides security, stability and backup of the registry
information, and ensures that registrants are protected against registrar failures.

Theinformation for the public WHOI S service and the name server zonefilesis derived from the data held in
the SRS server. Most registered domains will be delegated to other nameservers.

3.4 The Domain Registration Cycle

Registrants may register domains through registrars according to the limitations of the available subdomains
alowed by the registry, and any policy decisions that the registry applies to domain naming.

Registries are encouraged to apply a system of grace periods to the registration cycle of domains once they
haveinitially been registered. The .nz Registry Service applies the following grace periods:

e registration grace period
* renewal grace period
e auto-renew grace period
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* redemption grace period

Each grace period exists for a specific period of time that is typically measured in days. The duration of each
grace period is amatter of registry operational policy that is not addressed in this document.

3.4.1 Registration Grace Period

The registration grace period applies after the initial registration of a domain name. If the domain nameis
cancelled by the registrar during this period, all registrar account transactions (billing) for the domain will also
be cancelled. The domain nameis released back to the available pool of names. A registrant may not transfer
the management of a domain to another registrar during this period.

Theregistry MAY restrict domain cancellations in this term to prevent asingle registrar from cancelling a
particular domain more than once during the registration grace period.

3.4.2 Renewal Grace Period

Therenewal grace period applies after adomain name registration period is explicitly extended (renewed) by
the registrar. If the domain nameis cancelled by the registrar during this period, the registrar account
transaction for the renewal will also be cancelled and the BilledUntil date of the domain rolled back to the
previous value.

3.4.3 Auto-renew Grace Period

The auto-renew grace period applies after adomain name registration period expires and is extended (renewed)
automatically by the registry. If the domain name is cancelled by the registrar during this period, the registrar
account transaction for the renewal will also be cancelled and the BilledUntil date of the domain rolled back to
the previous value.

3.4.4 Redemption Grace Period
The redemption grace period applies after adomain registration is cancelled by aregistrant. It defines the

length of time that a domain will stay in the cancelled state ("PendingRelease” status). After thistime expires,
the registry will release the domain name back to the available pool of names.
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4. Authentication, Security and Authorization

4.1 Authentication

A two factor authentication system is used to establish the identity of the user that makes a request:
e A unique numeric identifier issued to each registrar by the registry

« An OpenPGP-compatible signature of the request body

Registrars are issued with a unique numeric identifier when their account isfirst created in the SRS. This
registrar identifier MUST be included on client requests to allow the SRS server to identify the client. Failure
to provide a correct identifier as part of the request SHALL result in the SRS server returning an error response.

The registrar must also maintain at least one public, private OpenPGP-compatible key pair for authentication.
One or more public keys are provided to the registry when the registrar account isfirst created and the registrar
MUST sign reguests using one of its registered private keys. Thisinformation is used for authentication and to
ensure non-repudiation of requests. The registrar may provide multiple public keys to ease the process of
expiring old or revoked keys without interrupting the work of the registrar.

If arequest does not have a signature, or the signature does not confirm that the identity of the registrar that
signed the request matches the registrar identifier attached to the request, then the SRS server SHALL return an
€rror response.

Responses from the SRS server MUST also be signed. Responses are signed by the registry using the registry's
private key. The registry public key MUST be made easily available to registrars to alow authentication of
response messages. This ensures that registrars can be confident that the responses to their requests are
authentic, and have not been atered in transit.

4.2 Security

The request and response signature mechanism provides a means of ensuring that messages have not been
tampered with in transit. In addition to this, all requests for private data (data that cannot be retrieved using the
public WHOIS system) MUST use an encrypted HT TP connection (HTTPS) for data security. If arequest for
private datais received via an unencrypted HTTP connection, the SRS server SHALL return an error response.

Only the Whois (Section 6.1.4) request may be issued over an unencrypted HT TP connection.

4.3 Authorization

SRS implementations SHOUL D impose a permissions model to restrict the SRS requests that users are allowed
to access. Action and role types are defined in the protocol definition for this purpose. If the originating user
does not possess all of the permissions required to complete a request, the server SHOULD reject the
transaction.

Transactions sent to the server MUST identify the registrar making the request. Registrars SHALL NOT be
permitted to perform functions using an effective registrar other than their own. Any such requests received by
the registry SHALL be rejected.

The registry SHOULD only access the SRS server through the same interface provided to registrars and
SHOULD have one or more well-known registrar identifiers allocated to itself for the purpose of maintaining
the registry. No changes should be made to public or private datain the SRS using other means of access that
the registry may have available (for example, direct access to a database store).

Theregistry MAY perform SRS functions using an arbitrary effective registrar value.

Registrants and the public have no direct accessto the SRS.
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5. Communication

5.1

All communication with the SRS is performed using XML [W3C.REC-xml] documents encoded in UTF-8

[RFC3629] and sent using HTTP [RFC2616] or HTTPS [RFC2818]. The request body MAY contain
multiple independent requests to be performed on the SRS. The response MAY include aresponse to each
reguest in the XML document, or asingle error response. The SRS SHOUL D process the requestsin the order
that they are received in the request body.

The user should ensure that:

e reguestsin an XML document are ordered logically to prevent errors due to sequencing (for example,
attempting to update a domain record before creating it)

« the number of requests per XML document is limited to ensure acceptable processing time and response
size

Both request and response messages MUST be accompanied by a digital signature of the complete XML
reguest body (the value of the r parameter to the HT TP messages detailed below). The digital signature
authentication method follows the specification in section 2.2 of OpenPGP Message Format [RFC4880] and
MUST be encoded in ASCII Armor (see section 6.2 of [RFC4880]) for inclusion in the HTTP request. The
SRS protocol is asignature-only application of OpenPGP.

SRS implementations MAY define alimit on the response size to support service level agreements on response
time. SRS implementations MAY reject requests in an XML document if they would otherwise exceed a
defined limit on the response size or response time.

The VerMajor and VerMinor attributes are required in the first element of each request and response to allow
clients and servers to modify their behaviour dependent on the version of the protocol that they support. The
meaning of the two fields is:

VerMajor: Major version number of the protocol. This number only changes when major changes are
made to the system that are not backward compatible with previous versions; for example,
client/server interface changes (changes to the protocol DTD).

VerMinor: Minor version number of the protocol. This number changes for minor updates to the
protocol that are backward compatible with previous versions with the same major version
number.

An SRS server MUST reject any request made with amajor version number that is greater than the SRS
server's own supported version. SRS server implementations MAY support requests made with amajor version
number that is less than the SRS server's own supported version.

Request Format

Requests MUST include three parameters in the HTTP POST request:

| Parameter | Description |

n

The registry-assigned registrar identifier.

r

The XML request, encoded in UTF-8.

S

An OpenPGP-compatible signature of the XML request
document, signed with the registrar's private key.
Presented in ASCII armored format and encoded in
UTF-8.

Hunt

The XML request document MUST be formatted using the NZSRSRequest element. The NZSRSRequest
element MAY contain one or more requests. Valid requests names are defined by the Action (Section 9.1.6)
entity.
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Syntax:

<! ELEMENT NZSRSRequest ((%Action;)+)>

<I ATTLI ST NZSRSRequest
Ver Maj or (1] 2) #REQUI RED
Ver M nor 9%Nunber ; #REQUI RED
Regi strarld %Regi strarld; #l MPLI ED>

Example of arequest body prior to encoding:

Nn=50041&r =
<NZSRSRequest Ver Maj or ="2" Ver M nor ="47" Regi strar| d="50041">
<Whoi s Donmai nNane="exanpl e. org" />

</ NZSRSRequest >&s=- - - - - BEGA N PGP S| GNATURE- - - - - .
5.2 Response Format
The body of the SRS server response MUST include two parameters:
| Parameter | Description |

r The XML response, encoded in UTF-8.

S An OpenPGP-compatible signature of the XML
response document, signed with the registry's private
key. Presented in ASCII armored format and encoded
in UTF-8.

The XML response document MUST be formatted using the NZSRSResponse element. The NZSRSResponse
element MAY contain one or more Response (Section 5.2.1) elements or an Error (Section 7.6) element.
Syntax:
<! ELEMENT NZSRSResponse (Response+|Error)>
<I ATTLI ST NZSRSResponse
Ver Maj or (2) #REQUI RED
Ver M nor Y\unber ; #REQUI RED
Regi strarld %Regi strarld; #l MPLI ED>
Example of a decoded response message:
r=<?xm version="1.0" encodi ng="utf-8"7?>
<NZSRSResponse Ver Maj or="2" Ver M nor =" 47" Regi strarl d="50041">
<Response Action="Whoi s" Fel d="4" FeSeq="137"
O i gRegi strarl d="50041" Reci pi ent Regi strarld="50041" Rows="1">
<FeTi neSt anp Year ="2007" Mont h="10" Day="19" Hour="14"
M nut e="7" Second="51" Ti neZoneO fset="+13: 00" />
<Dorai n Domai nNanme="exanpl e. org">. . . </ Donai n>
</ Response>
</ NZSRSResponse>&s=- - - - - BEA N PGP Sl GNATURE- - - - - e
5.2.1 Response

Hunt

The response element acts as a container for al response types, including errorsto individual requestsin an
XML document. If an error is encountered in parsing the request, or the client specified amajor protocol
version higher than that supported by the server, the SRS server MUST return the Error (Section 7.6) element
with no Response container.

The response element may contain any of the following:
e multiple responses in response to a GetM essages (Section 6.3.1) request,

» asingle action response (Section 9.13.1) specific to the type of action request, or,
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» aRawRequest, RawResponse (Section 7.7) pair.

The Response element must specify:

April 2008

| Attribute | Description |

Action The name of the request action (Section 9.1.6) that this
isaresponse to.

Feld The unique identifier of the SRS server that handled
the request.

FeSeq The unique identifier for the request on the server that
handled the request.

OrigRegistrarld The unique identifier for the user that submitted the
request to the SRS server.

The Response element may also specify:

| Attribute | Description |
Transld Theidentifier (either an Actionld or a Qryld) for the
transaction submitted by the user that originated the
request.
Rows The number of results returned in the current response
body.
Count The total number of matches found in the SRS that

satisfied the request query conditions.

MoreRowsAvailable

A boolean value indicating whether this response was
truncated by an SRS limit on the number of results
returned.

RecipientRegistrarld

The unique identifier for the user that the responseis
returned to.

The Response element MUST contain an FeTimeStamp (Section 8.34) element, which shows the time and date
that the request was processed by the SRS server, and also MAY contain one of the SRS response types

(Section 7).

Syntax:

<! ELEMENT Response (FeTi neStanp,
(Response*|
%Act i onResponse; |

(RawRequest , RawResponse)
?

)>
<I ATTLI ST Response

Action (%Action;| UnknownTransacti on| Domai nTr ansf er) #REQUI RED

Fel d %Nunber ; #REQUI RED
FeSeq %Nunber ; #REQUI RED
OigRegistrarld URegi strarl d; #REQUI RED
Transl d %l D; #| MPLI ED
Rows YNunber ; #| MPLI ED
Count YNunber ; #| MPLI ED
Mor eRowsAvai | abl e %Bool ean; #| MPLI ED

Reci pi ent Regi strarld %Regi strarld; #l MPLI ED>

5.2.2 Error

An Error response may be returned for awhole regquest - for instance, when the request body failed validation
or incorrect authentication was provided - or for one or more requests from the XML document body. In either

case, the Error element will be used.

Hunt
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This document does not specify the error codes and situations. All SRS server errors SHOULD betreated as a
failed request by the client and the SRS server MUST NOT change any stored detailsif it returns an error to the
client request.
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6. SRS Requests

The SRS defines request elements that support the running of the shared domain registry from both atechnical
and a business perspective. Implementations SHOUL D ensure that access to requests and datais restricted to
comply with legal obligations and the registry's own business requirements.

To support the implementation of a flexible permissions model for SRS users, the requests are grouped into
five mgjor categories:

Domain query: reguests that allow usersto query domain related information stored in the SRS

Domain write: reguests that allow usersto create and update domain related information in the
SRS

Registrar query: requests that allow usersto query registrar related information stored in the
SRS

Registrar write; reguests that allow users to create and update registrar related information in
the SRS

Registry: reguests that support registry business functions, SRS system settings, running

jobs on the SRS, and hilling functions

Typically, registrars will have access to the domain query, domain write and registrar query requests, as well as
the ability to maintain their own registrar information within the SRS. Administrative users will be able to
create registrars and run registry requests - normally thiswill be restricted to the registry itself.

All requests that result in an update to data held by the SRS server MUST provide an Actionld to identify the
reguest. The combination of Registrarld and Actionld for arequest MUST be unique. This allows requests to
be fully identified by the user that made the request and the Actionld that the user assigned to it. SRS server
implementations SHOULD maintain a full audit trail by logging all update requests and their outcomes.

If the SRS server receives arequest with the same Registrarld and Actionld as a previous request, but different
reguest details, it MUST return an Error (Section 7.6) response. If the SRS server receives arequest with the

same Registrarld and Actionld as a previous request, and identical request details, it MUST respond by
returning the response that was sent to the original request.

6.1 Domain Query Actions

The domain query requests are:

| Action | Description
ActionDetail sQry Retrieve the XML content and signature for a previous
SRS request and the response that it received.
DomainDetailsQry Retrieve the current stored details for a domain.
UDAIVdidQry Check the validity of a UDAI code for adomain.
Whois Retrieve the public WHOIS data for a domain.

6.1.1 ActionDetailsQry

The ActionDetail sQry request allows the user to retrieve the original XML document and signature for a
previous request to the SRS, and also the XML document and signature for the response that was returned. The
user must supply the correct Actionld of the original request. Registrars SHOULD be restricted to only
retrieving the details of requests that they were the originating registrar for.

6.1.1.1 Request
The ActionDetail sQry request is an empty element that must specify:
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| Attribute | Description |
Actionld An action identifier. Thisisthe action identifier for a
previous request to the SRS.

Additionally, the request may specify:

| Attribute | Description |

Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this reguest.

OriginatingRegistrarld A user identifier. The identifier of the registrar that
originally requested the action that matches the
provided Actionld.

Syntax:

<! ELEMENT ActionDetail sQry EMPTY>

<I ATTLI ST ActionDetail sQy
Qyld %J D; #l MPLI ED
Actionld %J D; #REQUI RED
OiginatingRegi strarld %J D; #l VPLI ED>

6.1.1.2 Response

The response to an ActionDetailsQry request will be either an Error (Section 7.6) element or a RawRequest and
a RawResponse (Section 7.7) element containing the XML and the registrar signature of the original request
and response. If a Qryld was provided in the request, it isreturned in the Transld attribute of the Response
element.

6.1.2 DomainDetailsQry

The DomainDetail sQry request allows the user to retrieve the stored details (including details that will not be
shown for a public WHOI S query) for one or more domains. The request can be used to view historical details
for adomain and may return afull update history for adomain.

Registrars are expected to only request information on domains that they currently manage. SRS
implementations SHOULD restrict access to non-public domain information to the managing registrar. If
historical datais requested for a period when the registrar did not manage a particular domain - for example, in
the case of domain transfers - then only the public details as returned by the Whois (Section 6.1.4) request shall
be returned for thistime.

6.1.2.1 Request
The DomainDetail sSQry request may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
Status A text filter. Matched against the registration status of
domains. Valid values are "Active" and
"PendingRelease”.
Delegate A boolean value. Matched against the delegation status
of domains.
Term A numeric value. Matched against the billing term for
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| Attribute

Description |

domains.

RegistrantRef

A text filter. Matched against the registrar-provided
customer reference of adomain's registrant.

MaxResults

A numeric value. Used to specify the maximum
number of domain records to return. If not specified,
the default defined by the server implementation will
be used.

SkipResults

A numeric value that defaults to 0. Used to specify the
number of records at the start of a results set to be
skipped before returning domain results. Can be used
with MaxResults to retrieve alarge result set in pages.

CountResults

A boolean value that defaultsto false. If true, the
response should only return the number of matches for
the query and no specific domain details. If
MaxResults or SkipResultsis defined and
CountResults is true then the server SHALL return an
€rror response.

For the optional Status, Delegate, Term, and RegistrantRef filters, if the attribute is not specified, then the

results will not be filtered on these fields.

The request may also include elements to specify other filtersto limit the results returned by the SRS server and
to change the list of fields that are returned in the results. All of the filters are optional and, with the exception
of the DomainNameFilter, may only occur once in the request. The DomainNameFilter may occur multiple
times in the request and details of domains that match any of the provided filters will be returned in the results.

The elements that can be included in the DomainDetailsQry request are:

e DomainNameFilter (Section 8.14)
* NameServerFilter (Section 8.22)

* RegistrantContactFilter (Section 8.10)

e AdminContactFilter (Section 8.10)

» Technical ContactFilter (Section 8.10)

* ResultDateRange (Section 8.12)

» SearchDateRange (Section 8.12)

» ChangedinDateRange (Section 8.12)
* RegisteredDateRange (Section 8.12)
» LockedDateRange (Section 8.12)

* CancelledDateRange (Section 8.12)

« BilledUntilDateRange (Section 8.12)

e AuditTextFilter (Section 8.5)
» ActionldFilter (Section 8.1)
e FieldList (Section 8.18)

The FieldList element specifies the fields to be returned for each domain in the result set. If no FieldList is
specified, the SRS server will only return the DomainName and Status for each domain.

Syntax:

<! ELEMENT Donai nDet ai | sQry (Donai nNaneFi | ter*, NaneServerFilter?,
Regi strant Cont actFi |l ter?,
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Adm nCont actFil ter ?,
Techni cal ContactFil ter?,
Resul t Dat eRange?, Sear chDat eRange?,
Changedl nDat eRange?,
Regi st er edDat eRange?, LockedDat eRange?,
Cancel | edDat eRange?,
Bi | | edUnti | Dat eRange?,
Audi t TextFilter?, ActionldFi |l ter?,
Fi el dLi st ?) >
<I ATTLI ST Donmi nDet ai |l sQry

Qyld % D, #| VPLI ED
St at us (%RegbDomai nSt at us; ) #l MPLI ED
Del egat e 9Bool ean; #| MPLI ED
Term oderm #1 MPLI ED
Regi st rant Ref %J D; #| VPLI ED
MaxResul t s o%Nunber ; #| MPLI ED
Ski pResul ts o%Nunber ; #| MPLI ED
Count Resul ts 9%Bool ean; "0" >

6.1.2.2 Response

The response to a DomainDetailsQry request will be either an Error (Section 7.6) element, or zero or more
Domain (Section 7.4) elements that matched the filters specified in the request. If a Qryld was provided in the
reguest, it isreturned in the Transld attribute of the Response element.

If aFieldList was specified in the request, the fields provided in any returned Domain elements will match the
list provided unless restricted due to ownership by aregistrar other than the registrar making the request - in
such cases only the public Whois information shall be returned. DomainName will always be returned for all
matched domains.

By default, only the DomainName and Status details shall be returned for each Domain.

The ResultDateRange element in a DomainDetailsQry request has a number of affects on the response:

» theresults shal be extracted by first selecting all of the domains that were managed by the requesting
registrar during the given date range and then applying the other filters to this new result set to produce the
final response

« the EffectiveDateRange will also be returned for each result domain, regardless of whether it was specified
by aFieldList attribute

» the MaxResults and SkipResults elements in the request (if specified) are treated as a maximum number of
distinct domains and a number of distinct domains to skip - the actual number of results returned may
exceed MaxResults due to having multiple entries for each domain returned with different effective date
ranges

6.1.3 UDAIValidQry

The UDAIValidQry request allows usersto check a UDAI strings against the details stored by the SRS for a
domain. Changes to domains may only be made with avalid UDAI.

6.1.3.1 Request
The UDAIVaidQry request is an empty element that must specify:
| Attribute | Description
DomainName A text string. The name of the domain to check.
UDAI A text string. The UDAI to be checked.

Additionally, the request may specify:
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| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this reguest.
Syntax:

<! ELEMENT UDAI Val i dQ'y EMPTY>
<I ATTLI ST UDAI Val i dQy

Qyld %l D; #| MPLI ED
Domai nNanme %onai nNane; #REQUI RED
UDAI %l D; #REQUI RED>

6.1.3.2 Response
Theresponse to a UDAIValidQry request will be a UDAIValid (Section 7.12) element. If a Qryld was provided
in the request, it is returned in the Transld attribute of the Response element.

6.1.4 Whois

The Whois request allows users to retrieve the public information stored on domains. The details requested may
be the full public details, or a simple check of the status of the domain.

6.1.4.1 Request
The Whois request is an empty element that must specify:
| Attribute | Description |
DomainName A text string. The domain name for which the details
are requested.

Additionally, the request may specify:

| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this regquest.
FullResult A boolean value. Indicates whether the full domain

details should be returned. If false, only the status of
the domain shall be returned. Defaultsto true.

Sourcel P An |P address. The source |P address of the request.
This may be used to monitor and limit Whois requests.

Syntax:

<! ELEMENT Whoi s EMPTY>
<! ATTLI ST Whoi s

Qyld %J D; #| MPLI ED
Ful | Resul t %Bool ean; "1
Sour cel P CDATA #| MPLI ED

Donmai nNanme %onmai nNane; #REQUI RED>

6.1.4.2 Response
The response to a Whois request will be either an Error (Section 7.6) element, or a Domain (Section 7.4)
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element. If aQryld was provided in the request, it is returned in the Transld attribute of the Response element.

The amount of detail returned for matched domains will depend on the request details and the domain status:
« if thedomainis not currently registered, only the domain's name and status ("Available") will be returned,

« if therequest is not for afull result, only the domain status will be returned,

» otherwise, the Domain element will be returned with any of the public details for which the SRS server has
avaue stored

The public details for adomain should be set by the registry's policy. For the .nz registry, the public details are:
e DomainName

e Status
* RegisteredDate
¢ CancelledDate

e LockedDate

+ BilledUntil

» EffectiveFrom
e Delegate

* RegistrarPublicContact
* RegistrantContact

e AdminContact

» Technica Contact

¢ NameServers

e AuditDetails

6.2 Domain Write Actions

The domain write requests are:

| Request | Description |
DomainCresate Register anew domain in the SRS.
DomainUpdate Update the stored details of an existing domain in the
SRS.

6.2.1 DomainCreate

The DomainCreate request allows users to request the creation of anew domain in the SRS. The domain
created will be managed by the registrar that makes the request - or by the effective registrar for the request, if
the request is made by the registry. This request will only be successful if the domain nameis available.

6.2.1.1 Request
The DomainCreate request must specify:

| Attribute | Description |
Actionld An action identifier. Thisis a unique identifier for the
request to the SRS server.
DomainName A text string. The domain name to be created. Must
conform to the format and syntax in RFC 1035
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| Attribute | Description |
[RFC1035], RFC 1123 [RFC1123], and RFC 2181
[RFC2181].
Term A numeric value. The number of months to bill when

the domain is registered or renewed.

Additionally, the request may specify:

| Attribute | Description |
RegistrantRef A customer identifier. Assigned to the registrant by the
registrar.
Delegate A boolean value that defaults to true. Indicates whether

the domain should be delegated to appear in the DNS.
Requires details of name serversto be provided with
the domain creation request.

The request must also include a RegistrantContact (Section 8.9) details element for the domain, and may
include elements defining the AdminContact (Section 8.9), Technical Contact (Section 8.9), and NameServers
(Section 8.21) for the domain, and also AuditText (Section 8.4) for the transaction.

Syntax:

<! ELEMENT Donai nCreat e (Regi strant Cont act, Adm nCont act ?,
Techni cal Cont act ?, NameSer ver s?, Audi t Text ?) >
<! ATTLI ST Donai nCr eat e

Actionld %Jl D #REQUI RED
Donai nNane %Oomai nNane; #REQUI RED
Regi strant Ref %J D, #1 MPLI ED
Term %rer m #REQUI RED
Del egat e %Bool ean; "1t >

6.2.1.2 Response

The response to a DomainCreate request will be either an Error (Section 7.6) element, or afull Domain
(Section 7.4) element. The Domain element will only be returned if the domain creation is successful.

6.2.2 DomainUpdate

The DomainUpdate request alows users to update the details of existing domains and to perform various
update functions, including:

» transferring adomain

e cancelling adomain

e un-cancelling adomain

e renewing adomain

» changing the delegation status of adomain
e requesting a new domain UDAI

Domain details may be updated individually or combined in a single request that updates multiple parts of the
domain information.

In the absence of avalid UDAI, domain updates are restricted to the registrar that currently manages a domain,
or to suitably authorized registry users. If aregistrant provides the UDAI for their domain to aregistrar other
than the one that currently manages the domain, the other registrar will be able to perform an update to the
domain. If the UDAI isvalid, then the new registrar may make any required updates to the domain details and
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the SRS server will automatically initiate a domain transfer as part of processing the request.

A domain can be transferred regardless of the status of the domain (that is, the status of the domain can be
"Active" or "PendingRelease” at the time of the transfer), however, the domain MUST NOT be locked. A
locked domain cannot be transferred until it is unlocked. Registrants SHOUL D have access to the UDAI for
their domains to allow them to transfer their domains freely between registrars.

6.2.2.1 Request

The DomainUpdate request must specify:

| Attribute

Description |

Actionld

An action identifier. Thisisaunique identifier for the
request to the SRS server.

Additionally, the request may specify:

| Attribute

Description |

UDAI

A text string. The UDAI for the domain.

NewUDAI

A boolean value. Allows the user to request generation
of anew UDAI for the domain. The server MAY
provide anew UDAI value regardless of the value of
this parameter.

RegistrantRef

A customer identifier. Assigned to the registrant by the
registrar.

Term

A numeric value. The number of months to bill when
the domain is registered or renewed.

Delegate

A boolean value. Indicates whether the domain should
be delegated to appear in the DNS. Requires details of
name servers to be available to the SRS server.

Renew

A boolean value. Indicates that the domain should be
billed for afurther billing period immediately, rather
than waiting for it to expire.

NoAutoRenew

A boolean value. Indicates that the domain should not
automatically renew at the expiry date. Only the
registry can change the automatic renewal status for a
domain.

Lock

A boolean value. Specifiesthelock status of the
domain. Locked domains cannot be updated until they
are unlocked by the registry. If the attribute is not
specified, the current lock setting will remain
unchanged. SRS implementations MAY allow
registrars to change the lock status of domains.

Cancel

A boolean value. Specifies arequest to change the
status of adomain. If true, adomain in "Active" status
will change to "PendingRelease"; domainsin any other
status will remain unchanged. If false, adomain in
"PendingRelease” status will change to "Active";
domainsin any other status will remain unchanged. If
the attribute is not specified, the current status will
remain unchanged.

Release

A boolean value. Specifies that the domain should
become "Available" after the cancellation grace period
expires.

FullResult

A boolean value. Specifiesthat afull domain result is
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[Att

ribute | Description |

required (if true), or only the changed fields (if false).
Defaultsto true.

For the boolean attributes, if the attribute is not specified in the update request, then no change will be made to
the related domain details.

The DomainUpdate request must also include a DomainNameFilter (Section 8.14) element to identify the
domain(s) to be updated and may include elements defining the new details for RegistrantContact (Section 8.9),
AdminContact (Section 8.9), Technical Contact (Section 8.9), and NameServers (Section 8.21) for the domain,
and also AuditText (Section 8.4) for the transaction.

Syntax:

<! ELEMENT Donmi nUpdat e ( Dormai nNaneFi | t er +, Regi st r ant Cont act ?,
Adm nCont act ?, Techni cal Cont act ?,
NanmeSer ver s?, Audi t Text ?) >

<! ATTLI ST Donmi nUpdat e

Actionld %Jl D, #REQUI RED
UDAI % D, #| MPLI ED
NewUDAI %Bool ean; #l MPLI ED
Regi strant Ref %J D, #1 MPLI ED
Term oder m #| MPLI ED
Del egat e %Bool ean; #l MPLI ED
Renew %Bool ean; #| MPLI ED
NoAut oRenew  %Bool ean; #| MPLI ED
Lock %Bool ean; #| MPLI ED
Cancel %Bool ean; #| MPLI ED
Rel ease %Bool ean; #| MPLI ED
Ful | Resul t %Bool ean; "1">

6.2.2.2 Response

Hunt

The response to a DomainUpdate request will be either an Error (Section 7.6) element, or aDomain
(Section 7.4) element. By default the Domain element returned will include the following fields:

e DomainName

e AuditDetails

o Status

* Delegate

e Term

* NameServers

* RegistrantRef

e Registrarld

* RegistrantContact
e AdminContact

e Technica Contact
+ BilledUntil

* RegisteredDate

* CancelledDate

e LockedDate

If the FullResult parameter in the request is false, the DomainName and AuditDetails fields will be returned
along with any of the other fields above that have been updated by the transaction.
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6.3 Registrar Query Actions

Theregistrar query requests are:

| Request | Description |
GetMessages Retrieve responses generated by the SRS server for a
registrar.
RegistrarAccountQry Request details of transactions in the account of a
registrar.
RegistrarDetail sQry Request the registrar details stored by the SRS server.

6.3.1 GetM essages

The GetM essages request allows the user to retrieve messages that they may have been unaware of, or to
confirm the status of a specific transaction that had been sent previously. Messages that registrars may miss are
likely to include requests that are made by the registry on the registrar's behalf, and domain transfer requests
issued by other registrars transferring domains at the request of aregistrant.

The GetM essages request MUST NOT be accompanied by any other requests within a request document.

6.3.1.1 Request
The GetM essages request that may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
OriginatingRegistrarld A user identifier. Theidentifier of the registrar that
originally requested the action. Also accepts the specia
"other registrar” (Section 9.12.2) value.
Actionld An action identifier. Thisis the action identifier for a
previous request to the SRS.
RecipientRegistrarld A user identifier. The registrar identifier of the registrar

that the messages retrieved were intended for. Only
registry users can retrieve messages intended for a user
other than themselves.

MaxResults A numeric value. Used to specify the maximum
number of messages to return. If not specified, the
default defined by the server implementation will be
used.

SkipResults A numeric value. Used to specify the number of
records at the start of a results set to be skipped before
returning domain results. Can be used with MaxResults
to retrieve alarge result set in pages.

CountResults A boolean value that defaults to false. If true, the
response should only return the number of matches for
the query and no messages. If MaxResults or
SkipResultsis defined and CountResults is true then
the server SHALL return an error response.

The GetM essages request may also include a TransDateRange (Section 8.12) element and an AuditTextFilter
(Section 8.5) element.

Either an Actionld or a TransDateRange MUST be specified in order for the request to succeed.
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<! ELEMENT Get Messages (TransDat eRange?, Audit TextFilter?)>

<I ATTLI ST Get Messages
Qyld
OriginatingRegistrarld
Actionld
Reci pi ent Regi strarld
MaxResul t s
Ski pResul ts
Count Resul t s

6.3.1.2 Response

%J D; #| MPLI ED
%Regi strar| dOr OTHERS; #l MPLI ED
%J D; #| MPLI ED
9%Regi strarl d; #1 MPLI ED
9Nunber ; #| MPLI ED
9%Nunber ; #| MPLI ED
%Bool ean; "0">

The response to a GetM essages request will be either an Error (Section 7.6) element or one or more Response
(Section 5.2.1) elements containing the details of messages that match the request specification.

6.3.2 Registrar AccountQry

The RegistrarAccountQry request allows the user to retrieve the details of billing transactions made in the

account of aregistrar.

6.3.2.1 Request
The request may specify:
| Attribute | Description |

Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.

RegistrantRef A text filter. Matched against the registrar-provided
customer reference of aregistrant.

DomainName A text filter. Matched against the domain name that
billing amounts rel ate to.

Invoiceld An invoice identifier. Used to match billing records
that have been associated with an invoice.

MaxResults A numeric value. Used to specify the maximum
number of messages to return. If not specified, the
default defined by the server implementation will be
used.

SkipResults A numeric value. Used to specify the number of
records at the start of aresults set to be skipped before
returning domain results. Can be used with MaxResults
to retrieve alarge result set in pages.

TransStatus A BillStatus (Section 9.2.2) value. Used to filter on the
bill status of billing amounts.

CountResults A boolean value that defaults to false. If true, the

response should only return the number of matches for
the query and no messages. If MaxResults or
SkipResultsis defined and CountResults is true then
the server SHALL return an error response.

The RegistrarAccountQry request may aso include a TransDateRange (Section 8.12) element and an
InvoiceDateRange (Section 8.12) element.

Syntax:

<! ELEMENT Regi strarAccount 'y (TransDat eRange?, | nvoi ceDat eRange?) >
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<I ATTLI ST Regi strar Account Qry

Qyld % D #| MPLI ED
Regi strant Ref %Jl D #| MPLI ED
Donmai nNane o®onai nName; #| MPLI ED
| nvoi cel d %J D; #| MPLI ED
MaxResul t s o9N\unber ; #| MPLI ED
Ski pResul ts o9Nunber ; #| MPLI ED
Tr ansSt at us (98i || Status;) #l MPLI ED
Count Results %Bool ean; "0" >

6.3.2.2 Response
The response to a RegistrarAccountQry request will be either an Error (Section 7.6) element or a set of
BillingTrans (Section 7.2) elements.

6.3.3 RegistrarDetailsQry

The RegistrarDetail sQry request allows the user to retrieve the stored details for aregistrar account. Registrars
SHOULD berestricted to only retrieving details of their own account. The registry may retrieve information
about any registrar.

6.3.3.1 Request
The request may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
Registrarld A user identifier. The registrar identifier of the registrar
to retrieve stored details for.
NameFilter A text filter. Matched against the registrar names stored
inthe SRS server.

The RegistrarDetail SQry request may also include a ResultDateRange (Section 8.12) element.

If the ResultDateRange element is supplied, it will cause the server to return multiple records for each registrar,
describing all the changes that the registrar went through during the given period. Otherwise, if it is not
specified, only the latest data for each registrar that matches the filters will be returned. When a
ResultDateRange is requested, the Allowed2L Ds and the Roles are not returned (there is no historical data
available for these fields).

Syntax:

<! ELEMENT Regi strarDetail sQry (ResultDateRange?) >
<I ATTLI ST Regi strarDetailsQy

Qyld %l D; #1 MPLI ED
Regi strarld %Regi strarld; #l MPLI ED
NaneFi | ter CDATA #| MPLI ED>

6.3.3.2 Response
The response to a RegistrarDetail sQry request will be either an Error (Section 7.6) element or one or more
Registrar (Section 7.8) elements matching the provided filter details.

6.4 Registrar Write Actions
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Registrar's typically only have access to a single requests for the maintenance of their details stored at the SRS:

| Request | Description

| RegistrarUpdate | Updates the details stored about aregistrar.

6.4.1 RegistrarUpdate

The RegistrarUpdate request allows the user to update their own account details and allows the registry to
maintain registrar information for any registrar.

6.4.1.1 Request
The request must specify:
| Attribute | Description
Actionld An action identifier. Thisisaunique identifier for the
request to the SRS server.
Additionally, the request may specify:
| Attribute | Description
Name A text string. The registrar'sidentifier in the registry's
accounting system.
AccRef A text string. Theregistrar'sidentifier in the registry’s
accounting system.
URL A text string. The registrar's public web site address.

The RegistrarUpdate request may also include new details for any of the related registrar information elements:
* RegistrarPublicContact (Section 8.9)

» RegistrarSRSContact (Section 8.9)

» DefaultTechnical Contact (Section 8.9)

* EncryptKeys (Section 8.16)

* Allowed2LDs (Section 8.2)

* Roles (Section 8.28)

e AuditText (Section 8.4)

If an attribute or element is not provided in the request, then the related details SHALL NOT be updated by the
SRS server.

Syntax:

<! ELEMENT Regi strar Updat e (Regi strarPublicContact?,
Regi st r ar SRSCont act ?,
Def aul t Techni cal Cont act ?,
Encr ypt Keys?,
Al | owed2LDs?,
Rol es?,
Audi t Text ?) >

<I ATTLI ST Regi strar Updat e

Actionld %J D; #REQUI RED

Name CDATA #| MPLI ED
AccRef CDATA #| MPLI ED
URL CDATA #l MPLI ED>
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6.4.1.2 Response

The response to a RegistrarUpdate request will be either an Error (Section 7.6) element or a Registrar
(Section 7.8) element showing the updated state of the user details.

6.5 Registry Actions

The registry requests are used by the registry to manage the business functions of the SRS. Registrars MUST

NOT have access to these functions.

Theregistry requests are:

April 2008

Request

Description

AdjustRegistrarAccount

Creates billing transactions in order to adjust the details
of aregistrar's account with the registry.

BilledUntil Adjustment

Adjusts the end date of billing for adomain name.

BillingExtract

Extracts, and potentially adds invoice details to, set of
billing transactions.

BuildDnsZoneFiles

Builds the registry’'s DNS zone files including details of
all of the currently delegated domain.

DeferredincomeDetall Qry

Reports on the billing transactions that contribute to an
amount of deferred income for an income month.

DeferredincomeSummaryQry

Reports on all deferred income for an income month.

GenerateDomainReport

Generates areport on all of the domains registered in
the SRS.

QryBillingAmount

Queriesthe per-term charge for domain registration
over time.

RegistrarCreate Creates anew registrar in the SRS and assigns initial
detailsto the record.

RunLogCreate Creates an entry in the SRS server log.

RunLogQry Queries details of entriesin the SRS server log.

ScheduleCancel Cancels a scheduled processin the SRS server.

ScheduleCreste Creates a scheduled process in the SRS server.

ScheduleQry Queries details of a scheduled processin the SRS
server.

ScheduleUpdate Updates the details of a scheduled processin the SRS

Sserver.

SetBillingAmount

Inserts anew per-term charge for domain registrations.

SysParamsQry Queriesthe details of configurable system parameters
in the SRS server.
SysParamsUpdate Updates the details of configurable system parameters

in the SRS server.

6.5.1 AdjustRegistrarAccount
The AdjustRegistrarAccount request allows the registry to adjust the account of aregistrar by creating a billing

transaction in the registrar's name. This allows the registry to make adjustments by crediting or debiting the
registrar account, for instance, in the case of arefunded payment.

6.5.1.1 Request
The request must specify:
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| Attribute | Description |

Actionld An action identifier. Thisisaunique identifier for the
request to the SRS server.

Registrarld A user identifier. The identifier of the registrar whose
account isto be adjusted.

DomainName A text string. The name of the domain for which the
registrar's account is being adjusted.

Months An integer. The number of months of payment to credit
to, or debit from the registrar's account for the specified
domain.

ActionType A text string. A valid accounting action; either 'Credit’
or 'Dehit".

The AdjustRegistrarAccount request must also include the date details for the billing transaction as a
TransactionDate (Section 8.34) element, a BillPeriodStart (Section 8.34) element, and a Bill PeriodEnd
(Section 8.34) element, and also an AuditText (Section 8.4) element providing audit details for the adjustment.

Syntax:

<! ELEMENT Adj ust Regi st rar Account (TransactionDate,

BillPeriodStart,
Bi | | Peri odEnd,
Audi t Text ) >

<I ATTLI ST Adj ust Regi st rar Account
Regi strarld %Regi strarld;
Domai nName %Domai nNane;
Actionld %Jl D,
Mont hs %Nunber ;

#REQUI RED
#REQUI RED
#REQUI RED
#REQUI RED

ActionType (%AccountingAction;) #REQUI RED>

6.5.1.2 Response

The response to a AdjustRegistrarAccount request will be either an Error (Section 7.6) element or a
BillingTrans (Section 7.2) element for the new transaction details provided.

6.5.2 BilledUntilAdjustment

The BilledUntil Adjustment request allows the registry to change the date that a domain has been billed until,
for example, when adomain is renewed by the registrar before the automatic renewal date arrives.

6.5.2.1 Request
The request must specify:
| Attribute | Description |
DomainName A text string. The name of the domain to adjust the
billed until date for.
Actionld An action identifier. Thisis aunique identifier for the
request to the SRS server.

The BilledUntil Adjustment request must also include a NewBilledUntilDate (Section 8.34) element providing
the new date for the domain billed until record, and an AuditText (Section 8.4) element describing the reason

for the change.

Syntax:

<! ELEMENT Bi | | edUnti | Adj ust nent (NewBil |l edUnti | Date, Audi t Text) >
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<! ATTLI ST Bi || edUnti | Adj ust nent

SRS April 2008

Domai nNanme %omai nNane; #REQUI RED
#REQUI RED>

Actionl d %J D;

6.5.2.2 Response

The response to a BilledUntil Adjustment request will be either an Error (Section 7.6) element or afull Domain
(Section 7.4) element showing al details for the updated domain, including the new BilledUntil date.

6.5.3 BillingExtract

The BillingExtract request allows the registry to retrieve details of billing transactions and to assign invoice
numbers and dates to groups of billing transactions.

This transaction is expected to support the registry's customer invoicing and accounting systems. The registry
first extracts the details of fees that have been incurred through domain registrations and renewals for a period.
These transactions may be entered into the registry's accounting system to be issued as an invoice to the
registrar concerned. Once the invoice has been issued, the BillingExtract may be run again as an invoice extract
to assign the accounting system invoice number and maybe the invoice date to the requests and mark the

transactions as having been billed.

The registry may use this request to retrieve details of billing transactions for any registrar.

6.5.3.1 Request
The BillingExtract request must specify:

| Attribute

Description |

Actionld

An action identifier. Thisis aunique identifier for the
request to the SRS server.

Additionally, the request may also include:

| Attribute

Description |

Registrarld

A user identifier. The registrar identifier of the registrar
that incurred the billing transactions to be retrieved.

ConfirmedTrans

A boolean value. Indicates that the SRS should only
extract details of confirmed billing transactions.

InsideGracePeriod

A boolean value. Indicates whether the SRS should
extract details of billing transactions that have been
issued for domainsthat are within their registration or
renewal grace period.

InvoiceExtract

A boolean value. Indicates whether the request should
apply the supplied invoice identifier, and an invoice
date if oneis provided, to the matching transactions.

Invoiceld

Aninvoice identifier. The identifier from the registry's
accounting system to be applied to the extracted billing
transactions.

The request must also include a TransDateRange (Section 8.12) element and may include an InvoiceDate
(Section 8.34) element. The TransDateRange element specifies the start date and end date to be included in the
billing extract. The InvoiceDate (Section 8.34) element, if provided, specifies a date to be applied to the
extracted invoice details - this date is only applied to the extracted details if the InvoiceExtract attribute was

provided with atrue value.
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Syntax:
<IELEMENT Bi | | i ngExtract (TransDateRange, | nvoi ceDat e?) >
<I ATTLI ST BillingExtract

Actionld %l D #REQUI RED

| nvoi ceExt r act %Bool ean; #| MPLI ED

Regi strarld %l D; #| MPLI ED

Confi r medTr ans %Bool ean; #l MPLI ED

| nsi deGr acePeri od %Bool ean; #| MPLI ED

| nvoi cel d CDATA #| MPLI ED>
6.5.3.2 Response

The response to a BillingExtract request will be either an Error (Section 7.6) element or a set of BillingTrans
(Section 7.2) elements that matched the request terms.

If an invoice extract was requested, the returned transactions will be marked with the provided invoice
identifier and maybe the optional invoice date.

6.5.4 BuildDnsZoneFiles
The BuildDnsZoneFiles request allows the registry to initiate the creation of DNS zone and configuration files
for all registered domains that have been set to delegate. The SRS server SHALL generate arun-log entry for
this request recording the final status and MAY include statistics on the domains exported to the DNS.

The SRS server MUST NOT allow multiple instances of this request to run simultaneously.

6.5.4.1 Request
The request must specify:
| Attribute | Description
Actionld An action identifier. Thisis aunique identifier for the

request to the SRS server.

The BuildDnsZoneFiles request may also include a RunDate (Section 8.34) element to specify the date and
time to run the zone build process.

Syntax:
<! ELEMENT Bui | dDnsZoneFi | es (RunDat e) >
<! ATTLI ST Bui | dDnsZoneFi | es
Actionld %J D; #REQU RED>
6.5.4.2 Response

The response to a BuildDnsZoneFiles request will be either an Error (Section 7.6) element or a RunLog
(Section 7.9) element containing details produced by the zone file build process.

6.5.5 DeferredlncomeDetailQry
The DeferredincomeDetail Qry request allows the registry to obtain areport of billing transactions that
contribute to an amount of deferred income (for example, to provide a breakdown of the billing transactions

that make up an amount of deferred income reported by the DeferredlncomeSummaryQry (Section 6.5.6)
reguest).

6.5.5.1 Request
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The request must specify:
| Attribute | Description |
BaseMonth An integer. The latest month (January = 1, December =
12) of the base year to consider billing transactions for
when calculating deferred income. Billing transactions
up to, and including, this month will be included.
BaseY ear An integer. The latest year to consider billing
transactions for when calculating deferred income.
IncomeMonth An integer. The month (January = 1, December = 12)
of the income year to calculate deferred income for.
IncomeY ear An integer. The year to calculate deferred income for.
Additionally, the request may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
Syntax:

<! ELEMENT Def erredl nconeDetai | Qy EMPTY>
<I ATTLI ST Def erredl nconeDetai |l Qy
BaseMont h CDATA #REQUI RED
BaseYear CDATA #REQUI RED
I nconeMont h CDATA #REQUI RED
I nconeYear CDATA #REQUI RED
Qyld %J D; #| MPLI ED>

6.5.5.2 Response

The response to a DeferredincomeDetail Qry request will be either an Error (Section 7.6) element or a set of
BillingTrans (Section 7.2) elements consisting of all of the billing transactions that contributed to deferred
income for the specified period.

6.5.6 DeferredlncomeSummaryQry

The DeferredlncomeSummaryQry request allows the registry to generate areport on the amount of deferred
income that can be realised in any given month for the period provided in the request.

6.5.6.1 Request
The request must specify:
| Attribute | Description |
BaseMonth An integer. The latest month (January = 1, December =
12) of the base year to consider billing transactions for
when calculating deferred income. Billing transactions
up to, and including, this month will be included.
BaseY ear An integer. The latest year to consider billing
transactions for when calculating deferred income.
IncomeMonth An integer. The month (January = 1, December = 12)
of the income year to calculate deferred income for.
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| Attribute | Description |

[ IncomeY ear | Aninteger. The year to calculate deferred incomefor. |

Additionally, the request may specify:

| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
Syntax:

<! ELEMENT Def erredl ncomeSummaryQy EMPTY>
<! ATTLI ST Deferredl ncomeSunmaryQy
BaseMont h CDATA #REQUI RED
BaseYear CDATA #REQUI RED
| ncomeMont h CDATA #REQUI RED
I ncomeYear CDATA #REQUI RED
Qyld % D; #l MPLI ED>

6.5.6.2 Response

The response to a DeferredlncomeSummaryQry request will be either an Error (Section 7.6) element or a set of
DeferredRegistrarincome (Section 7.3) elements containing the deferred income contribution for each registrar
for the specified period.

6.5.7 GenerateDomainReport

The GenerateDomainReport request allows the registry to initiate the creation of adomain report containing
details of the domains registered in the SRS system. SRS implementations may vary in the information that
they include in this report.

6.5.7.1 Request
The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisisaunique identifier for the

request to the SRS server.

The GenerateDomainReport request must also include a RunDate (Section 8.34) element providing the date and
time at which the domain report creation process should run.

Syntax:
<! ELEMENT Gener at eDonai nReport (RunDate) >
<I ATTLI ST Gener at eDonai nRepor t
Actionld %J D, #REQU RED>
6.5.7.2 Response

The response to a GenerateDomainReport request will be either an Error (Section 7.6) element or a RunLog
(Section 7.9) element containing details produced by the domain report creation process.
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6.5.8 QryBillingAmount

The QryBillingAmount request allows the registry to query al of the billing amountsin the system (including
al historical billing amounts, the current effective billing amount and any future billing amounts). It does not
set anew billing amount.

6.5.8.1 Request
The QryBillingAmount request has no required parameters. The request may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
Syntax:

<I ELEMENT QyBillingAmount EMPTY>
<I' ATTLI ST Q yBil | i ngAnount
Qyld %J D, #l MPLI ED>

6.5.8.2 Response

The QryBillingAmount response will either be an Error (Section 7.6) element or a set of BillingAmount
(Section 7.1) elements. If a Qryld was provided with the request, thiswill be returned in the Transld attribute of
the Response (Section 5.2.1) element.

6.5.9 RegistrarCreate

The RegistrarCresate request allows the user to create a new registrar user account in the SRS server and to
provide detailsfor it.

6.5.9.1 Request
The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisis aunique identifier for the
request to the SRS server.
Name A text string. The name of the registrar.
AccRef A text string. The registrar'sidentifier in the registry's
accounting system.
Registrarld A user identifier. The unique number to be assigned to
the new registrar.

Additionally, the request may specify:

| Attribute | Description
[ URL | A text string. The registrar's public web site address.

The RegistrarCreate request must also include a RegistrarPublicContact (Section 8.9) element specifying the
public contact details for the registrar, a RegistrarSRSContact (Section 8.9) element specifying the contact
details for the registry's use, a DefaultTechnical Contact (Section 8.9) element which will be applied to domains
registered through the registrar if no other technical contact is specified, and an EncryptKeys (Section 8.16)
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element providing one or more public keys that the registrar will use.

The RegistrarCreate request may also include the Allowed2L Ds (Section 8.2) element specifying the domains
in which the registrar may manage domain registrations, a Roles (Section 8.28) element defining system access
rolesfor the registrar, and the AuditText (Section 8.4) element to provide details on the addition of the new
registrar account.

Syntax:

<! ELEMENT Regi strarCreate (Regi strarPublicContact,
Regi st r ar SRSCont act ,
Def aul t Techni cal Cont act
Encr ypt Keys,
Al | owed2LDs?,
Rol es?,
Audi t Text ?) >

<I' ATTLI ST Regi strarCreate

Actionld %l D #REQUI RED
Nane CDATA #REQUI RED
AccRef CDATA #REQUI RED
Regi strarld %Regi strarld; #REQU RED
URL CDATA #| MPLI ED>

6.5.9.2 Response
The response to a RegistrarCreate request will be either an Error (Section 7.6) element or a Registrar
(Section 7.8) element showing the details for the new registrar account.

6.5.10 RunLogCreate

The RunLogCreate request allows the registry to request creation of alog entry in the SRS server'srun log.
Thisisuseful for allowing batch processes that interface with the SRS server to log messages to a standard
location.

6.5.10.1 Request

The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisis aunique identifier for the

request to the SRS server.

The RunLogCreate request must also include a FirstRunDate (Section 8.34) element specifying the date at
which the process was initiated, and a RunLog (Section 7.9) element containing the details of the log entry to
be created.

Syntax:

<! ELEMENT RunLogCreate (FirstRunDate, RunLog) >
<I ATTLI ST RunLogCreate
Actionld %J D; #REQU RED>

6.5.10.2 Response

The response to a RunLogCreate request will be either an Error (Section 7.6) element or a RunLog
(Section 7.9) element containing the details of the log entry that was created.

6.5.11 RunLogQry
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The RunLogQry request allows the registry to query the SRS server for details of log entries created by
processes that interact with the SRS server.

6.5.11.1 Request

The request may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this request.
ProcessName A text string. The name of a scheduled job process that

created the run log. Thiswill be matched against
existing run log entries to limit the results returned.
Parameters A text string. The parameters with which a process was
called. Thiswill be matched against existing run log
entries to limit the results returned.

The RunLogQry request may also include a LogDateRange (Section 8.12) element defining the period for
which to return run log entry details.

If no limiting terms are specified, the SRS server will return all run log entries. The server MAY impose alimit
on the number of entriesthat are returned in a single response.

Syntax:

<! ELEMENT RunLogQy (LogDat eRange?)>
<! ATTLI ST RunLogQry
Qyld ol D; # MPLI ED
ProcessNanme CDATA #l MPLI ED
Paranet ers CDATA #l| VPLI ED>

6.5.11.2 Response

The response to a RunLogQry request will be either an Error (Section 7.6) element or a set of RunLog
(Section 7.9) elements matching the provided terms.

6.5.12 ScheduleCancel

The ScheduleCancel request allows the registry to cancel a scheduled process that has been registered in the
SRS server using the ScheduleCreate (Section 6.5.13) request.

6.5.12.1 Request
The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisis aunique identifier for the
request to the SRS server.
ProcessName A text string. The name of a scheduled job processto
be cancelled.

Additionally, the request may specify:
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| Attribute | Description |

Parameters A text string. The parameters with which a process to
be cancelled was called.

The ScheduleCancel request must also include a FirstRunDate (Section 8.34) element identifying the first run
date of the scheduled job process to be cancelled, and may include a AuditText (Section 8.4) element providing
the reasons for the job cancellation.

Syntax:

<! ELEMENT Schedul eCancel (FirstRunDate, Audit Text ?)>
<I ATTLI ST Schedul eCancel

Actionl d %4 D, #REQUI RED
ProcessName (%Schedul edJob;) #REQUI RED
Par aneters CDATA #| MPLI ED>

6.5.12.2 Response

The response to a ScheduleCancel request will be either an Error (Section 7.6) element or a Schedule
(Section 7.10) element giving the details of the cancelled job, including the new cancellation date.

6.5.13 ScheduleCreate

The ScheduleCreste request allows the registry to insert a scheduled job entry into the SRS server toberun at a
specified time, and possibly at regular intervals after that time. This may be used to set times for running
processes that support the day-to-day work of the registry. These processes are defined by the ScheduledJob
(Section 9.15.1) entity.

6.5.13.1 Request
The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisisaunique identifier for the
request to the SRS server.
ProcessName A text string. The name of the process to be executed at
the designated time.
Frequency An text string. The delay between repeat executions of

the process, after the initial run date. The format for
thisisimplementation dependent but it is
recommended that a simple text description be used; as
examples: "15 minutes', "1 hour", "1 day". Registries
should ensure that the frequency is not shorter than the
run-time for the process.

Additionally, the request may specify:

| Attribute Description

Parameters A text string. The parameters to be passed to the
process when it is executed.

The ScheduleCreate request must also include a FirstRunDate (Section 8.34) element providing the date and
time at which the process should first be executed. The request may also include a FinalRunDate (Section 8.34)
element providing the last date and time at which a repeating process should be executed, and an AuditText
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Section 8.4) element providing details about the process creation request.

Syntax:

<! ELEMENT Schedul eCreate (FirstRunDate, Fi nal RunDat e?, Audi t Text ?) >
<I ATTLI ST Schedul eCreate
ProcessNanme (%Bchedul edJob; ) #REQUI RED

Fr equency CDATA #REQUI RED
Par armet ers CDATA #| MPLI ED
Actionld %l D; #REQUI RED>

6.5.13.2 Response

The response to a ScheduleCreate request will be either an Error (Section 7.6) element or a Schedule
(Section 7.10) element with the newly created scheduled job details.

6.5.14 ScheduleQry

The ScheduleQry request allows the registry to query details of scheduled jobsin the SRS system. The results
may be filtered to return only scheduled events with particular characteristics.

6.5.14.1 Request

The request may specify:
| Attribute | Description |

Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this reguest.

ProcessName A text string. Used to match against the name of a
scheduled process.

Parameters A text string. Used to match against the parameters
specified for a scheduled process.

The ScheduleQry request may also include an ActiveOn (Section 8.34) element providing a date and time at
which a process must have been active (between the first run date and the last run date of a repeating process),
and a FirstRunDate (Section 8.34) element to match against the first run dates of scheduled jobs.

Syntax:

<I ELEMENT Schedul eQry (ActiveOn?, FirstRunDat e?) >
<I ATTLI ST Schedul eQry

Qyld 9l D; #l MPLI ED

ProcessName CDATA #| MPLI ED

Par amet ers CDATA #| MPLI ED>

6.5.14.2 Response

The response to a ScheduleQry request will be either an Error (Section 7.6) element or a set of Schedule
(Section 7.10) elements, one for each schedule that matched the request parameters.

6.5.15 ScheduleUpdate

The ScheduleUpdate request allows the registry to amend the details for an existing Schedule (Section 7.10)
entry in the SRS server.

6.5.15.1 Request
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The request may specify:
| Attribute | Description |
Actionld An action identifier. Thisis aunique identifier for the
request to the SRS server.
ProcessName A text string. The name of the process to be executed at
the designated time.

Additionally, the request may specify:

| Attribute | Description

Parameters A text string. The parameters to be passed to the
process when it is executed.

The ScheduleUpdate request must also include a FirstRunDate (Section 8.34) element to specify the new first
run date for the process. The request may include a LastRunDate (Section 8.34) element to specify the new
final run date for the process and an AuditText (Section 8.4) element providing details about the schedule
update request.

Syntax:

<! ELEMENT Schedul eUpdat e (FirstRunDat e, Last RunDat e?, Audi t Text ?) >
<I ATTLI ST Schedul eUpdat e

Actionld %Jl D #REQUI RED

Par aneters CDATA #| MPLI ED

ProcessNane (%Bchedul edJob;) #REQUI RED>

6.5.15.2 Response

The response to a ScheduleUpdate request will be either an Error (Section 7.6) element or a Schedule
(Section 7.10) element with the new scheduled job details.

6.5.16 SetBillingAmount

The SetBillingAmount request allows the registry to set a new per-domain monthly charge for registered
domains within the SRS.

Each change to the monthly charge MUST also include a date that the new charge will become effective. SRS
implementations SHOUL D ensure that the effective date is not in the past (that is, charges should not be altered
retroactively). Future billing amount changes may be amended by issuing a new SetBillingAmount request
with the same effective date.

If the request succeeds, the response will provide alist of all stored billing amounts and their effective dates.
On failure an error response is returned.

6.5.16.1 Request

The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisis a unique identifier for the

request to the SRS server.

The SetBillingAmount request must also include a BillingAmount (Section 7.1) element specifying the new
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per-domain monthly charge and the effective date for the new charge.

Syntax:

<! ELEMENT Set

Bi | Ii ngAnount (BillingAnount)>
<I ATTLI ST SetBilli
nl

|
I 1'i ngAnount
d %J D, #REQUI RED>

Acti o
Example:
<Set Bi | | i ngAnmbunt Acti onl d="000000123" >
<Bi | | i ngAnobunt Amount ="7. 50" >
<EffectiveDate Year="2007" Mnth="11" Day="19" Hour="12"

M nut e=" 00" Second="00" Ti neZoneO fset="+13: 00" />
I'I'i ngAnount >

</ Set Bi | | i ngAnmount >

6.5.16.2 Response

The response to a SetBillingAmount request will be either an Error (Section 7.6) element or a set of
BillingAmount (Section 7.1) elements, one for each billing amount in the history of the SRS server and the new
value.

Example:

<Response Action="SetBillingAmount" Feld="4" FeSeq="214"
O 1 gRegi strarl d="50041">
<Bi | | i ngAmount Anpunt =" 6. 00" >
<Ef fecti veDate Year="2004" Month="01" Day="01" Hour ="04"
M nut e="00" Second="00" Ti meZoneO fset="+13: 00" />
</Bi |l |'i ngAmount >
<Bi | I i ngAnbunt Anpunt ="4. 00" >
<Ef fecti veDate Year="2005" Mnth="01" Day="01" Hour="04"
M nut e="00" Second="00" Ti meZoneO fset="+13: 00" />
</Bi | |'i ngAmount >
<Bi | | i ngAnbunt Anpunt ="4. 50" >
<Ef fecti veDate Year="2006" Mnth="01" Day="01" Hour="04"
M nut e="00" Second="00" Ti meZoneO fset="+13: 00" />
</Bi |l | i ngAmount >
<Bi | | i ngAmount Anount =" 7. 50" >
<Ef fecti veDat e Year="2007" Mnth="11" Day="19" Hour="12"
M nut e=" 00" Second="00" Ti mneZoneC f set ="+13: 00" />
</ Bi | I'i ngAmount >
</ Response>

6.5.17 SysParamsQry

The SysParamsQry request allows the registry to obtain alist of the current state of the SRS server's
configurable parameters.

6.5.17.1 Request

The request may specify:
| Attribute | Description |
Qryld A query identifier. This has no meaning within the
SRS, if provided, it will be returned in the response to
this regquest.
Syntax:

<! ELEMENT SysParansQy EMPTY>
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<I ATTLI ST SysParansQy
Qyld %JD; #l MPLI ED>

6.5.17.2 Response

The response to a SysParamsQry request will be either an Error (Section 7.6) element or a set of SysParam
(Section 7.11) elements, one for each user-configurable system parameter in the SRS server implementation.

6.5.18 SysParamsUpdate

The SysParamsUpdate request allows the registry to update the value of any user configurable parametersin
the SRS server implementation.

6.5.18.1 Request

The request must specify:
| Attribute | Description |
Actionld An action identifier. Thisisaunique identifier for the

request to the SRS server.

The SysParamsUpdate request must include one or more SysParam (Section 7.11) elements containing the new
parameter details.

The SysParamsUpdate request may also include an AuditText (Section 8.4) element giving further details of
the configuration changes.

Syntax:

<! ELEMENT SysPar anmsUpdat e (SysParamt, Audi t Text ?) >
<I ATTLI ST SysPar anmsUpdat e
Actionld %J D, #REQU RED>

6.5.18.2 Response

The response to a SysParamsUpdate request will be either an Error (Section 7.6) element or a set of SysParam
(Section 7.11) elements, one for each changed system parameter, showing the new value.
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7. SRS Response Types

71

BillingAmount

The BillingAmount element is used by the SRS to return details of the amount charged for registered domains
and the date that the amount became effective in the SRS.

The element content consists of an Amount attribute containing the charge in the registry's chosen currency,
and an EffectiveDate (Section 8.34) element containing the date and time that the charge became (or will
become, for future changes) effective. The Amount value should be should be validated as an acceptable
currency value.

The BillingAmount el ement must specify:

| Attribute | Description

Amount A numeric currency value. The amount charged

per-term for domain registration and renewal.

7.2

The BillingAmount element must also include an EffectiveDate (Section 8.34) element.

Syntax:
<I ELEMENT Bi | | i ngAmount (EffectiveDate) >

<I ATTLI ST Bi |l i ngAnpunt
Anount %bDol | ars; #REQUI RED>

Example:
<Bi | | i ngAnbunt Anount ="9. 95" >
<Ef fecti veDat e Year="2004" Month="01" Day="01" Hour="04"

M nut e=" 00" Second="00" Ti neZoneO fset ="+13: 00" />
</ Bi | li ngAmount >

BillingTrans

The BillingTrans element is used by the SRS to return details of charges that have been incurred by registrars
over agiven hilling period.

The BillingTrans element must specify:

[ Attribute | Description |

Registrarld A user identifier. The identifier of the registrar that
manages the domain that the billing amount relates to.

Type A text string. The type of transaction that the billing
amount relates to, for instance, "Create" or "Renew" a
domain.

TransStatus A text string. The status of the billing transaction; valid
values are defined by the Bill Status (Section 9.2.2)
entity.

DomainName A text string. The domain name that the billing
transaction relates to.

BillingTerm An integer. The number of months of payment for
which the billing transaction was issued.

Amount A numeric currency value. The amount of money
attached to the billing transaction.
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The BillingTrans element may also specify:
| Attribute | Description |
RegistrantRef A customer identifier. A reference assigned to the
registrant by the registrar.
Invoiceld Aninvoice identifier. The identifier from the registry's
accounting system that relates to the billing transaction.

The BillingTrans element must aso include a TransDate (Section 8.34) element containing the date on which
the billing transaction (domain creation, renewal, etc.) occurred, a BillPeriodStart (Section 8.34) and a
BillPeriodEnd (Section 8.34) element containing the start and end of the billing period to which the transaction
belongs. The element may include an InvoiceDate (Section 8.34) element containing the date of the invoice to

which the hilling transaction has been assigned.

Syntax:

<I'ELEMENT BillingTrans (Invoi ceDate?, TransDate, Bill Peri odStart,

Bi | | Peri odEnd) >
<! ATTLI ST BillingTrans

Regi strarld %Regi strarld; #REQU RED
Type CDATA #REQUI RED
TransSt at us (98i || Status;) #REQUI RED
Donmai nNane 9Donai nName; #REQUI RED
Regi strant Ref %Jl D #| MPLI ED

BillingTerm %flerm #REQUI RED
| nvoi cel d %J D; #| MPLI ED

Anpunt ool | ars; #REQUI RED>

Example:

<BillingTrans Amount="1.50" BillingTern¥"1"
Regi strant Ref =" Exanpl e regi strant”

Domai nName="exanpl e. or g"
Regi strarl d="50041"

TransSt at us="Pendi ngConf i r mati on" Type="Create">

<TransDat e Day="21"

<Bi |l Peri odStart Day="21" Hour="17"

Second="31" Ti neZone f set ="+13: 00" Year ="2008"

<Bi | | Peri odEnd Day="21"

Second="31" Ti neZone f set ="+13: 00" Year ="2008"

</BillingTrans>

7.3 DeferredRegistrarlncome

Hour ="17" M nut e="08" Mont h="2"
Second="31" Ti neZone f set ="+13: 00" Year ="2008"

/>
M nut e=" 08" Mont h="2"
/>
Hour =" 17" M nut e="08" Mont h="3"
/>

The DeferredRegistrarl ncome element allows the SRS server to return details of deferred income that may be
realised in a particular month by considering the domain registration payments that have been made by a

registrar up to and including a base month.

The DeferredRegistrarincome element must specify:

| Attribute | Description |

Registrarld A user identifier. Theidentifier of the registrar that the
deferred income amount rel ates to.

BilledAmount A numeric currency value. The amount of abilled
amount that can be realised in the income month,
considering all billing transactions up to and including
the base month.

BilledCount
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The DeferredRegistrarlncome element must a so include BaseMonth (Section 8.7) and BaseY ear (Section 8.8)
element to define the last month of billing transactions to include for cal culating deferred income amounts, and
IncomeMonth (Section 8.19) and IncomeY ear (Section 8.20) elements to define the month to cal cul ate realised

deferred income for.

Syntax:

<! ELEMENT Def erredRegi strarl ncone (BaseMonth, BaseYear, | nconeMont h,

<I ATTLI ST Def erredRegi strarl ncome

| nconeYear) >

Regi strarld 9Registrarld; #REQU RED

Bi I | edAnount %ol | ars;

Bi | | edCount 9%N\unber;

7.4 Domain

#REQUI RED
#REQUI RED>

The Domain element can contain full details of adomain and its status within the SRS server and is used for
creating and updating domains, as well as for reporting the current domain details.

The Domain element must specify:

| Attribute

| Description |

DomainName

A text string. The domain name. Must conform to the
format and syntax in RFC 1035 [RFC1035], RFC 1123
[RFC1123], and RFC 2181 [RFC2181].

The Domain element may also specify:

| Attribute | Description |

Delegate A boolean value. Indicates whether the domain should
be delegated to appear in the DNS.

RegistrantRef A customer identifier. Assigned to the registrant by the
registrar.

Registrarld A user identifier. The unique identifier for the registrar
that manages the domain.

RegistrarName A text string. The name of the registrar that manages
the domain.

Status A text string. The registration status of the domain.
Valid values are defined by the RegDomainStatus
(Section 9.9.1) entity.

Term A numeric value. The number of monthsto bill when
the domain is renewed.

UDAI A text string. The UDAI to be checked.

The Domain element may also include elements to define the contact details, name servers for the domain and
various dates relating to the registration. These optional elements are:

* NameServers (Section 8.21)
» RegistrantContact (Section 8.9)

» RegistrarPublicContact (Section 8.9)

e AdminContact (Section 8.9)
e TechnicalContact (Section 8.9)
+ BilledUntil (Section 8.34)
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* RegisteredDate (Section 8.34)
e CancelledDate (Section 8.34)
» LockedDate (Section 8.34)
e AuditDetails (Section 8.3)

Syntax:

<! ELEMENT Donmi n (NaneServers?, Regi strant Cont act ?,
Regi st rar Publ i cCont act ?, Adm nCont act ?,
Techni cal Contact ?, Bi | | edUnti | ?,
Regi st er edDat e?, Cancel | edDat e?,
LockedDat e?, Audi t Det ai | s?) >

<! ATTLI ST Domai n

Donmai nNane o®onai nName; #REQUI RED
Regi strant Ref % D #| MPLI ED
Regi st rar Name CDATA #| MPLI ED
St at us (%Domai nSt at us; ) #l MPLI ED
Del egat e oBool ean; #| MPLI ED
Term oderm #| MPLI ED
Regi strarld %Regi strarl d; #1 MPLI ED
UDAI %Jl D; #| MPLI ED>

Example:

<Domai n Del egat e="1" Donmai nNane="nydonai n. exanpl e. or g"
Regi strant Ref =" RS1001" Regi strarld="50041" Status="Active"
Term="1" UDAI =" ke7830e9" >
<NanmeSer ver s>
<Server FQDN="nsl. nmydonmi n. exanpl e.org" />
<Server FQDN="ns2. nmydonmi n. exanpl e.org" />
</ NaneSer ver s>
<Regi st rant Cont act Nanme="John Smith"
Emai | ="j . sm t h@rydomai n. exanpl e. or g" >
<Post al Address Address1="14 Rural Street" Address2="Subur bi a"
City="Wel | i ngt on" CountryCode="Nz" Post al Code="6135" />
<Phone AreaCode="4" CountryCode="64" Local Nunber="111234" />
<Fax AreaCode="4" CountryCode="64" Local Nunber="111235" />
</ Regi st rant Cont act >
<Adm nCont act Nanme="|SP Adni ni strator"
Emai | =" adm n@yi sp. exanpl e. org" >
<Post al Addr ess Address1="1 Main Road" Address2="Central"
City="Wel | i ngt on" CountryCode="Nz" Post al Code="6001" />
<Phone AreaCode="4" CountryCode="64" Local Nunber="111123" />
<Fax AreaCode="4" CountryCode="64" Local Nunber="111124" />
</ Adm nCont act >
<Techni cal Cont act Nane="|SP Techni ci an"
Emai | ="t ech@ryi sp. exanpl e. org" >
<Post al Addr ess Addressl1="1 Mai n Road" Address2="Central"
City="Wel | i ngt on" CountryCode="Nz" Post al Code="6001" />
<Phone AreaCode="4" CountryCode="64" Local Nunber="111125" />
<Fax AreaCode="4" CountryCode="64" Local Nunber="111126" />
</ Techni cal Cont act >
<Bill edUntil Hour="10" M nute="00" Second="00"
Day="1" Month="2" Year="2009" Ti neZoneO fset="+13: 00" />
<Regi st er edDat e Hour="10" M nute="00" Second="00"
Day="1" Month="2" Year="2008" Ti neZoneO fset="+13: 00" />
<Audi tDetai |l s Actionld="Domai n create for nydomai n. exanpl e. or g"
Regi strar | d="50041" >
<Audi t Ti me>
<From Hour =" 10" M nut e="00" Second="00" Day="1"
Mont h="2" Year="2008" Ti neZoneO fset="+13: 00" />
</ Audi t Ti me>
<Audi t Text >Domai n created for John Smith, RS8974</ Audit Text >
</ Audi t Det ai | s>
</ Donmai n>
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7.5

DomainTransfer

The DomainTransfer element is used by the SRS to inform aregistrar of the transfer of one of the domains that
they were the managing registrar for. This element will be returned in response to a GetM essages

(Section 6.3.1) request.

The DomainTransfer element must specify:

| Attribute | Description

RegistrarName A text string. The name of the registrar that the domain
has been transferred to.

Minute An integer value. The minute in which the domain
transfer occurred.

Hour An integer value. The hour in which the domain
transfer occurred.

Day An integer value. The day in which the domain transfer
occurred.

Month An integer value. The month in which the domain
transfer occurred.

Y ear An integer value. The year in which the domain
transfer occurred.

The DomainTransfer element may also specify:

| Attribute | Description |
Second An integer value. The second in which the domain
transfer occurred.
TimeZoneOffset An integer value. The TimeZoneOffset from UTC of
the SRS server that processed the domain transfer.

7.6

The DomainTransfer element must a so include one or more TransferredDomain (Section 8.35) elements to
define the domain names that have been transferred to another registrar.

Syntax:

<! ELEMENT Donai nTransfer (TransferredDomai n+) >
<! ATTLI ST Domai nTr ansf er

Regi st rar Name CDATA #REQUI RED

oI meSt anp; >

Example:
<Domai nTr ansf er Regi strarNane="M/ | SP* Hour ="10" M nut e="00"
Second="00" Day="1" Mnth="4" Year="2008" Ti meZoneC fset="+13" />

<Tr ansf err edDomai n>domai n. co. exanpl e</ Tr ansf er r edDomai n>
</ Donmai nTr ansf er >

Error

The Error element may be used to present details of errors that occur when processing individual requests or a
whole transaction.

The Error element must specify:
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| Attribute | Description
Errorld SRS system identifier for the error that occurred.
Severity Indicative severity level for the error.
Hint SRS server hint for addressing the error.

The Error element also contains a Description (Section 8.13) element and may also provide ErrorDetails
(Section 8.17) elements with extra description of the error.

Syntax:

<! ELEMENT Error (Description,
<I ATTLI ST Error

Errorld %l D
Severity Y%Nunber ;
Hi nt %l D;

Example:

ErrorDetail s*)>

#REQUI RED
#REQUI RED
#REQUI RED>

<Error Hint="MALFORMED REQUEST_ERRCR' Errorld="1NVALI D _FI ELD"

Severity="er">

<Description>lnvalid value in field</Description>
<Err or Det ai | s>Dormai nNanme</ Er r or Det ai | s>

</ Error>

7.7 RawRequest and RawResponse

The RawRequest and RawResponse elements allow the SRS server to return the details of a previous request
and response. The details are returned as XML (Section 8.36) and Signature (Section 8.33) elements with
content encoded as parsed character data.

Syntax:

<! ELEMENT RawRequest (XM., Si gnature) >

<! ELEMENT RawResponse (XM., Si gnhat ure) >

Example:

<Response Action="ActionDetail sQy" Feld="4" FeSeq="137"

O i gRegi strarl d="50041">
<RawRequest >

<XM_>&l t ; NZSRSRequest Ver Maj or ="2" ...</ XM.>

<Si gnature>----- BEG N PGP SI GNATURE- - - - - ...</ Si gnature>
</ RawRequest >
<RawResponse>

<XM_>&l t ; NZSRSResponse Ver Maj or ="2" ... </ XM.>

<Si gnature>----- BEG N PGP SI GNATURE- - - - - ...<l/ Si gnature>

</ RawResponse>
</ Response>

7.8 Registrar

The Registrar element is used to contain the details for aregistrar.

The Registrar element must specify:

| Attribute | Description |
| Registrarld | A user identifier. The unique number to be assigned to |
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| Attribute | Description |
the new registrar.
Name A text string. The name of the registrar.
AccRef A text string. The registrar'sidentifier in the registry's

accounting system.

The Registrar element may also specify:

| Attribute | Description
URL A text string. The public web site address for the
registrar.

The Registrar element must also include a RegistrarPublicContact (Section 8.9) element specifying the public
contact details for the registrar, a RegistrarSRSContact (Section 8.9) element specifying the contact details for
the registry's use, a DefaultTechnical Contact (Section 8.9) element which will be applied to domains registered
through the registrar if no other technical contact is specified, and an EncryptKeys (Section 8.16) element
providing one or more public keys that the registrar will use.

The Registrar element may also include the Allowed2L Ds (Section 8.2) element specifying the subdomains
managed by the registry in which the registrar may manage domain registrations, a Roles (Section 8.28)
element defining system access roles for the registrar, and the AuditText (Section 8.4) element to provide
details on the addition of the new registrar account.

Syntax:

<! ELEMENT Regi strar (Regi strarPublicContact, Regi strar SRSCont act ,
Def aul t Techni cal Cont act, Encr ypt Keys,
Al | owed2LDs?, Rol es?, Audi t Det ai | s?) >
<I ATTLI ST Regi strar
Regi strarld %Regi strarld; #REQU RED

Name CDATA #REQUI RED
AccRef CDATA #REQUI RED
URL CDATA #| MPLI ED>

Example:

<Regi strar AccRef="Reg8974" Nane="M/ | SP" Regi strarld="50041">
<Regi st rar Publ i cCont act Nane="Cust oner Service"
Enmi | =" cust serv@ryi sp. exanpl e. org" >
<Post al Address Address1="1 Mai n Road" Address2="Central"
City="Wel | i ngton" CountryCode="Nz" Post al Code="6001" />
<Phone AreaCode="4" CountryCode="64" Local Nunber="111123" />
<Fax AreaCode="4" CountryCode="64" Local Nunber="111124" />
</ Regi st rar Publ i cCont act >
<Regi st r ar SRSCont act Nane="Adm n"
Emai | =" adm n@yi sp. exanpl e. org" >
<Post al Addr ess Address1="1 Main Road" Address2="Central"
City="Wel | i ngt on" CountryCode="Nz" Post al Code="6001" />
<Phone AreaCode="4" CountryCode="64" Local Nunber="111125" />
<Fax AreaCode="4" CountryCode="64" Local Nunber="111126" />
</ Regi st r ar SRSCont act >
<Def aul t Techni cal Cont act Nane="1SP Techni ci an"
Emai | ="t ech@ryi sp. exanpl e. org" >
<Post al Addr ess Address1="1 Main Road" Address2="Central"
City="Wel | i ngt on" CountryCode="Nz" Post al Code="6001" />
<Phone AreaCode="4" CountryCode="64" Local Nunber="111123" />
<Fax AreaCode="4" CountryCode="64" Local Nunber="111124" />
</ Def aul t Techni cal Cont act >
<Encr ypt Keys>
<Encr ypt Key>- - - - - BEG N PGP PUBLI C KEY BLOCK-----
Version: GiuPG v1. 4.6 (G\U Li nux)

QG BEf pres RBADBkcApvI yH67p Tl DObNgUmM0u5WIL Mk By P8a9 RWINACAbUj M +
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=nDaR
----- END PGP PUBLI C KEY BLOCK- - - - - </ Encr ypt Key>
</ Encrypt Keys>
<Al | owed2LDs>
<SecondLD Donmai nNanme="co. exanpl e" />
<SecondLD Donai nNanme="or g. exanpl e" />
</ Al | owed2LDs>
<Rol es>
<Rol e Rol eNane="Cancel Domai n" />
<Rol e Rol eNane="Connect" />
<Rol e Rol eNane="Cr eat eDomai n" />
<Rol e Rol eNane="Query" />
<Rol e Rol eNane="Regi strar" />
<Rol e Rol eNane="Tr ansf er Domai n" />
<Rol e Rol eNane="Uncancel Donai n" />
<Rol e Rol eNane="Updat eDormai n" />
<Rol e Rol eNane="Updat eRegi strar" />
<Rol e Rol eNane="Whoi s" />
</ Rol es>
<Audi t Detai |l s Actionl d="Regi strar update My |SP"
Regi strar| d="50041" >
<Audi t Ti me>
<From Hour ="17" M nut e="09" Second="10" Day="21"
Mont h="2" Year="2008" Ti neZoneO fset="+13: 00" />
</ Audi t Ti me>
<Audi t Text >Updat e contact detail s</ Audi t Text >
</ Audi t Det ai | s>
</ Regi strar >

7.9 RunLog

The RunLog element is used to provide details of log messages from processes, such as batch processes, that
interact with the SRS server. This includes the scheduled job processes that support the running of the registry,
aswell as any other systems that wish to log messagesin the SRS server log.

The RunLog element must specify:

| Attribute | Description |

ActionStatus A text string. The status of the process that created the
log.

ProcessName A text string. The name of the process that created the
run log entry.

The RunLog element may also specify:
| Attribute | Description

Parameters A text string. The parameters with which the process
was called.

Control A text string. A free-text field for storing extra
information about the process run. For example, SRS
server implementations may store the name of the
server that executed the process and the completion
time of the process here.

Syntax:

<! ELEMENT RunLog (RunLogTi meSt anp, RunLogDet ai | s?) >
<! ATTLI ST RunLog

ProcessNanme CDATA #REQUI RED

Par anet er s CDATA #1 MPLI ED
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ActionSt at us CDATA #REQUI RED
Cont r ol CDATA #l MPLI ED>

7.10 Schedule
The Schedule element is used to return details of scheduled events within the SRS system.

The Schedule element must specify:

| Attribute | Description |
ProcessName A text string. The name of the scheduled job process.
Frequency An text string. The delay between repeat executions of
the process, after the initial run date.
CreateByRegistrarld A user identifier. The registry'sregistrar identifier that
was used to create the scheduled job.
CreateActionld An action identifier. The isthe unique identifier for the
request to the SRS server that created the scheduled
job.
The Schedule element may also specify:
| Attribute | Description |
Parameters A text string. The parameters to be passed to the
process when it is executed.
CancelByRegistrarld A user identifier. The registry's registrar identifier that
was used to cancel the scheduled job.
CancelActionld An action identifier. Theisthe unique identifier for the
request to the SRS server that cancelled the scheduled
job.

The Schedule element must also include a FirstRunDate (Section 8.34) element specifying the first date and
time at which the process should be executed, and may also include a FinalRunDate (Section 8.34) element
specifying the last time at which the process should run (for arepeating process), a CreateAuditText
(Section 8.11) element providing details on the creation of the scheduled job entry, and a Cancel AuditText
(Section 8.6) element providing details on the cancellation of the scheduled job entry.

Syntax:

<! ELEMENT Schedul e (First RunDat e, Fi nal RunDat e?, Cr eat eAudi t Text ?,
Cancel Audi t Text ?) >
<I ATTLI ST Schedul e

Pr ocessNane (%schedul edJob; ) #REQUI RED
Fr equency CDATA #REQUI RED
Par anmet er s CDATA #| MPLI ED
Creat eByRegi strarld %J D, #REQUI RED
Creat eActionl d %l D; #REQUI RED
Cancel ByRegi strarld %J D; #1 MPLI ED
Cancel Actionld %l D; #| MPLI ED>
Example:

<Schedul e Creat eActi onl d="BU LDZONES- 20060601"
Cr eat eByRegi st rar | d="50001" Frequency="01: 00: 00"
Par anet er s="" ProcessNane="Bui | dDnsZoneFi | es" >
<First RunDat e Day="21" Hour="17" M nute="10" Month="2"
Second="30" Ti meZone fset="+13: 00" Year="2008" />
<Cr eat eAudi t Text >Regi stry regul ar zone buil d</ Cr eat eAudi t Text >
</ Schedul e>

Hunt Standards Track [Page 52]



INTERNET DRAFT SRS April 2008

7.11 SysParam

The SysParam element is used to return details of system settings and any audit details relating to them.

The SysParam element must specify:

| Attribute | Description |

| Name | A text string. The name of the system parameter. |

The SysParam element must include a ParamV alue (Section 8.23) element containing the value of the system
parameter, and may include an AuditDetails (Section 8.3) element containing details about the most recent
change to the parameter.

Syntax:

<! ELEMENT SysPar am ( Paramval ue, AuditDetail s?)>
<I ATTLI ST SysParam
Nanme CDATA #REQUI RED>

7.12 UDAIValid

The UDAIValid response element is used to return the result of checking the validity of a UDAI string for a
given DomainName. The element has a single boolean attribute containing the result of the UDAI validation.

The UDAIValid element must specify:

| Attribute | Description |
Valid A boolean value. The validity status of the tested UDAI
value.
Syntax:

<! ELEMENT UDAI Val i d EMPTY>
<I ATTLI ST UDAI Val i d
Val i d %Bool ean; #REQUI RED>

Example:
<UDAI Val id Valid="1" />
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8. Information Elements

This section documents elements from the XML DTD that are not used as request or response elements. These
information elements contain data passed between the client and server during normal registry usage. The
elements are used by requests and responses throughout the system.

8.1 ActionldFilter

The ActionldFilter element contains a pattern match string to match against the stored action identifiers of
previous requests made to the SRS. The content should be avalid text filter (Section 10).

Syntax:
<! ELEMENT Actionl dFilter (#PCDATA)>

8.2 Allowed2L Ds

The Allowed2L Ds element contains zero or more SecondL D (Section 8.30) elements and is used to hold alist
of the subdomains managed by the registry for which aregistrar may manage domain registrations.

Syntax:
<! ELEMENT Al | oned2LDs (SecondLD*) >

8.3 AuditDetails

The AuditDetails element contains the registrar and action identifiers of actions for system auditing purposes.
The element may also contain details of the time of the action in an AuditTime (Section 8.34) element and a
text description in an AuditText (Section 8.4) element.

Syntax:

<! ELEMENT AuditDetails (AuditTine?, Audit Text ?)>
<I ATTLI ST AuditDetails

Regi strarld CDATA #l MPLI ED

Actionld %4 D; #l MPLI ED>

8.4 AuditText

The AuditText element is asimple element that contains parsed character data that describes an action in the
SRS. For instance, it may contain atext description of the purpose of arequest.

Syntax:
<! ELEMENT Audit Text (#PCDATA)>

8.5 AuditTextFilter

The AuditTextFilter element is asimple element that contains parsed character data. The content of this
element is used as a pattern match string to match against audit text for previous transactions made to the SRS.
The content should be avalid text filter (Section 10).

Syntax:
<! ELEMENT Audit Text Filter (#PCDATA) >
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8.6

8.7

8.8

8.9

CancelAuditText

The Cancel AuditText element is asimple element that contains parsed character data. The content of this
element is used to hold the text of an audit message provided during cancellation of a scheduled processin the
SRS. It is used by the Schedule (Section 7.10) response element.

Syntax:
<! ELEMENT Cancel Audi t Text (#PCDATA) >

BaseMonth

The BaseMonth element is an empty element. It has a single attribute, Month, that must contain avalid month
valuein therange 1 to 12.

Syntax:

<! ELEMENT BaseMbnt h EMPTY>
<! ATTLI ST BaseMont h
Mont h %Nunber ; #REQUI RED>

BaseY ear

The BaseY ear element is an empty element. It has asingle attribute, Y ear, that must contain avalid year value.

Syntax:

<! ELEMENT BaseYear EMPTY>
<! ATTLI ST BaseYear
Year 9%Nunber; #REQUI RED>

Contact Details Elements

The SRS protocol employs many contact details elements that all share acommon definition. The contact
details elements are:

e AdminContact

» DefaultTechnical Contact
* RegistrantContact

* RegistrarPublicContact

» RegistrarSRSContact

» Technical Contact

The contact details elements are defined using the Contact (Section 9.4.1) entity definition for the element
content, and the ContactAttr (Section 9.4.2) entity for the element attribute definitions.

The contact details elements have Name and Email attributes to store the contact name and email address;
either attribute may be omitted where appropriate. The contact details elements may also include elements for
Postal Address (Section 8.24), Phone (Section 8.26), and Fax (Section 8.26) details.

Syntax:

<! ELEMENT Admi nCont act (%Contact;)>
<! ATTLI ST Adm nCont act % Cont act Attr; >
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<! ELEMENT Def aul t Techni cal Cont act (%Cont act;)>
<! ATTLI ST Def aul t Techni cal Cont act %Cont act Attr; >

<! ELEMENT Regi st rant Cont act (%Contact;)>
<I ATTLI ST Regi strant Cont act % ContactAttr;>

<! ELEMENT Regi strar Publ i cContact (%Contact;)>
<I ATTLI ST Regi strar PublicContact %ContactAttr;>

<! ELEMENT Regi strar SRSCont act (%Cont act;)>
<I ATTLI ST Regi strar SRSCont act %Contact Attr; >

<! ELEMENT Techni cal Cont act (%Contact;)>
<! ATTLI ST Techni cal Cont act % Cont act Attr; >

Example:

<Adm nCont act Nane="John Doe" Enail ="j ohn_doe@xanpl e. org" >
<Post al Addr ess Address1="1 Exanple Street" Address2=""
Ci ty="Exanpl e" CountryCode="Nz" Post al Code="99001"
Provi nce="" />
<Phone CountryCode="99" AreaCode="8" Local Nunber="555-5678"/>
<Fax CountryCode="99" AreaCode="8" Local Nunber="555-5679"/ >
</ Adm nCont act >

8.10 Contact Details Search Filters

The contact details search filter elements all share acommon definition referenced from the ContactFilter
(Section 9.5.1) entity definition for the element content, and the ContactFilterAttr (Section 9.5.2) entity for the
element attribute definitions. The contact details filters are used to provide fields for matching against stored
contact details when using the DomainDetail sQry (Section 6.1.2) request. Only the details provided in the filter
are used to match against stored valuesin the SRS, this enables general matches, for instance, to select all
domains with a particular administrative contact name.

The contact details filter elements have the same structure as the contact details elements. Name and Email
attributes specify the match values for contact name and email address; either attribute may be omitted where
appropriate. The contact details filter elements may aso include filter details elements for Postal Address
(Section 8.25), Phone (Section 8.26), and Fax (Section 8.26) details.

Syntax:

<I ELEMENT Adnmi nContactFilter (%ContactFilter;)>
<! ATTLI ST Adm nContactFilter % Contact AttrFilter;>

<! ELEMENT Regi strant ContactFilter (% ContactFilter;)>
<I ATTLI ST Regi strantContactFilter % ContactAttrFilter;>

<! ELEMENT Techni cal ContactFilter (%ContactFilter;)>
<! ATTLI ST Techni cal ContactFilter % Contact AttrFilter;>

8.11 CreateAuditText
The CreateAuditText element is a simple element that contains parsed character data. The content of this
element is used to hold the text of an audit message provided during creation of a scheduled processin the SRS.
It is used by the Schedule (Section 7.10) response element.

Syntax:
<! ELEMENT Creat eAudi t Text (#PCDATA) >

8.12 Date Range Elements
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The SRS protocol employs many date range elements that all share acommon definition. The date range
elements are:

e AuditTime

« BilledUntilDateRange
» CancelledDateRange
e ChangedinDateRange
* InvoiceDateRange

* LockedDateRange

e LogDateRange

* RegisteredDateRange
* ResultDateRange

e SearchDateRange

¢ TransDateRange

The content of the date range elements is defined using the DateRange (Section 9.7.4) entity. The date range
elements can contain two optional elements, a From (Section 8.34) date and a To (Section 8.34) date, that
define the start and end of arange of dates.

If the From date is omitted, SRS implementations SHOULD use the earliest action in the system as the From
date value. If the To date is omitted, SRS implementation SHOULD use the current date as the To date value.

Syntax:

<! ELEMENT Audi t Ti me (%Dat eRange; ) >
<! ELEMENT Bi | | edUnti | Dat eRange (%bDat eRange;) >
<! ELEMENT Cancel | edDat eRange (%Dat eRange; ) >
<! ELEMENT Changedl nDat eRange (%Dat eRange; ) >

<! ELEMENT | nvoi ceDat eRange (%Dat eRange; ) >
<! ELEMENT LockedDat eRange (%Dat eRange; ) >
<! ELEMENT LogDat eRange (%Dat eRange; ) >

<! ELEMENT Regi st er edDat eRange (%bat eRange;) >

<! ELEMENT Resul t Dat eRange (%Dat eRange; ) >
<! ELEMENT Sear chDat eRange (%Dat eRange; ) >
<! ELEMENT Tr ansDat eRange (%Dat eRange; ) >

Example of a ResultDateRange element:

<Resul t Dat eRange>
<From Year ="2008" Mbont h="01" Day="01" Hour ="00"
M nut e=" 00" Second="00" Ti neZoneO fset="+13: 00" />
<To Year ="2008" Mont h="01" Day="31" Hour="23"
M nut e="59" Second="59" Ti neZoneO fset="+13: 00" />
</ Resul t Dat eRange>

8.13 Description

The Description element is a simple element that contains parsed character data. The content of this element is
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atext description of an error condition. It is used by the Error (Section 7.6) element.

Syntax:
<! ELEMENT Descri pti on (#PCDATA) >

8.14 DomainNamekFilter

The DomainNameFilter element is a simple element that contains parsed character data. The content of this
element is used as a pattern match string to match against the names of domains registered in the SRS. The
content should be avalid text filter (Section 10) for matching against domain names.

Syntax:
<! ELEMENT Domai nNaneFi | ter (#PCDATA) >

8.15 EncryptKey

The EncryptKey element is a simple element that contains parsed character data. The content of this element
will be an ASCII armored copy of aregistrar's OpenPGP-compatible public key. It is used by the EncryptKeys
(Section 8.16) element.

Syntax:
<! ELEMENT Encrypt Key (#PCDATA) >

8.16 EncryptKeys

The EncryptKeys element is a simple simple container for EncryptKey (Section 8.15) elements. It is used when
creating and updating registrars and when the SRS returns details of registrars.

Syntax:
<! ELEMENT Encrypt Keys (Encrypt Key*) >

8.17 ErrorDetails

The ErrorDetails element is a simple element that contains parsed character data. The content of this element is
atext description providing further details about an error condition. It is used by the Error (Section 7.6)
element.

Syntax:
<! ELEMENT ErrorDetails (#PCDATA) >

8.18 FieldList

The FieldList element is an empty element with a set of Boolean (Section 9.3.3) attributes. It is used in the

DomainDetail sQry (Section 6.1.2) request to specify the domain details to return for matching domainsin the
SRS.

The domain details that may be requested and their FieldList attributes are:
Status: The registration status of the domain ("Active" or "PendingRelease").

NameServers: Thelist of name servers that the domain is delegated to.
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RegisteredDate:
AdminContact:
RegistrantContact:
Technica Contact:
LockedDate:
Delegate:
Registrarld:
RegistrarName:
RegistrantRef:
LastActionld:

ChangedByRegistrarld:

Term:
BilledUntil:
CancelledDate:
AuditText:

EffectiveFrom:

Syntax:

SRS April 2008

The date and time that the domain was registered.

The domain's administrative contact details.

The domain's registrant contact details.

The domain's technical contact details.

The date that alocked domain was |locked.

Whether the domain is delegated in the DNS system.
The registry-assigned registrar number.

The name of the registrar that manages the domain.
The personal reference for the registrant of the domain.

The unique identifier for the last transaction that amended the domain
detailsin the SRS.

Theidentifier of the registrar that last updated the domain.
The billing term for the domain registration.

The date and time that the domain has been billed until.
The date that a cancelled domain registration was cancelled.

The audit text for changes to the domain. Thisis an optional
reference for the user.

The date that this domain record was replaced.

<! ELEMENT Fi el dLi st EMPTY>

<! ATTLI ST Fi el dLi st

St at us o%Bool ean; #| MPLI ED
NanmeSer ver s o%Bool ean; #| MPLI ED
Regi st r ant Cont act o%Bool ean; #| MPLI ED
Regi st er edDat e %Bool ean; #l MPLI ED
Adm nCont act %Bool ean; #l MPLI ED
Techni cal Cont act %Bool ean; #| MPLI ED
LockedDat e %Bool ean; #| MPLI ED
Del egat e %Bool ean; #l MPLI ED
Regi strarld %Bool ean; #l MPLI ED
Regi st r ar Name %Bool ean; #l MPLI ED
Regi st r ant Ref %Bool ean; #l MPLI ED
Last Actionld %Bool ean; #l MPLI ED
ChangedByRegi strarl d %Bool ean; #l MPLI ED
Term o%Bool ean; #| MPLI ED
Bill edUntil o%Bool ean; #| MPLI ED
Cancel | edDat e %Bool ean; #| MPLI ED
Audi t Text %Bool ean; #l MPLI ED
Ef f ecti veFr om 9%Bool ean; #| MPLI ED>

8.19 IncomeM onth

The IncomeMonth element is an empty element. It has a single attribute, Month, that must contain avalid
month value in the range 1 to 12.

Syntax:

<! ELEMENT | nconeMont h EMPTY>

<! ATTLI ST | nconeMont h
Mont h 9%Nunber ;

8.20 IncomeY ear

Hunt

#REQUI RED>
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The IncomeY ear element is an empty element. It hasa single attribute, Y ear, that must contain avalid year
value.

Syntax:
<! ELEMENT | nconeYear EMPTY>

<! ATTLI ST | nconeYear
Year 9%Nunber; #REQUI RED>

8.21 NameServers

The NameServers element is asimple container for Server (Section 8.31) elements. It is used when creating and
updating domains and when the SRS returns details of the name servers for domains. SRS implementations
MAY set alimit on the number of server elements that can be provided.

Syntax:
<! ELEMENT NaneServers (Server*)>

8.22 NameServerFilter

The NameServerFilter element is asimple container for ServerFilter (Section 8.32) elements. It isused in the
DomainDetail sQry (Section 6.1.2) request to specify name server details to match against the details of
domainsin the SRS.

If multiple ServerFilter elements are provided, the SRS should return domain results that match any of the
provided filters (assuming that other filter restrictions are also met).

Syntax:
<! ELEMENT NaneServerFilter (ServerFilter+)>

8.23 ParamValue

The ParamValue element is a simple element that contains parsed character data. The content of this element is
the value of an SRS system parameter. It is used by the SysParam (Section 7.11) element.

Syntax:
<! ELEMENT Par anVal ue (#PCDATA) >

8.24 PostalAddress

The Postal Address element is an empty element with attributes for describing postal address details. SRS
implementations SHOUL D validate the CountryCode as avalid 1SO 3166 [1S0.3166.1988] two-letter country
code.

Syntax:

<! ELEMENT Post al Address EMPTY>

<! ATTLI ST Post al Addr ess
Addr ess1 CDATA #l| MPLI ED
Addr ess?2 CDATA #l| MPLI ED
Cty CDATA #I| MPLI ED
Provi nce CDATA #I| MPLI ED
Count r yCode CDATA #l| MPLI ED
Post al Code CDATA #| VPLI ED>
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8.25 PostalAddressFilter

The Postal AddressFilter element is an empty element with attributes for describing postal address details to
match against details held by the SRS.

Syntax:

<! ELEMENT Post al Addr essFilter EMPTY>

<! ATTLI ST Post al AddressFilter
Addr ess1 CDATA #l VPLI ED
Addr ess?2 CDATA #l| VPLI ED
Cty CDATA #l| VPLI ED
Provi nce CDATA #l| VPLI ED
Count r yCode CDATA #| MPLI ED
Post al Code CDATA #l| MPLI ED>

8.26 Telephone Number Details

There are two telephone number details el ements that share a common definition:
* Fax

* Phone

The telephone number details elements are empty elements that use the PhoneAttr (Section 9.16.1) entity for
attribute declarations.

Syntax:

<I ELEMENT Fax EMPTY>
<I ATTLI ST Fax %PhoneAttr;>

<! ELEMENT Phone EMPTY>
<! ATTLI ST Phone %PhoneAttr; >

8.27 Role

The Role element is an empty element. It has a single attribute, RoleName, that must contain a value as defined
by the Role (Section 9.14.1) entity.

Syntax:

<! ELEMENT Rol e EMPTY>
<I ATTLI ST Rol e
Rol eNane (%ol e;) #REQUI RED>

8.28 Roles

The Roles element is a simple container for Role (Section 8.27)elements. It is used when creating and updating
registrars and when the SRS returns details of registrars.

Syntax:
<! ELEMENT Rol es (Rol e*)>

8.29 RunL ogDetails
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The RunLogDetails element is a simple element that contains parsed character data. The content of this element
isthe value of an SRS system parameter. It is used by the SysParam (Section 7.11) element and contains
process data to be stored in the SRS log.

Syntax:
<! ELEMENT RunLogDet ai | s (#PCDATA) >

8.30 SecondLD

The SecondLD element is an empty element. It has a single attribute, DomainName, that will contain a
subdomain for which a given registrar has domain registration privileges. It is used by the Allowed2L Ds
(Section 8.2) element.

The SecondLD element MAY contain subdomains at any level in the domain name system hierarchy that the
registry supports registrations for. It is not technically restricted to second level domains.

Syntax:

<! ELEMENT SecondLD EMPTY>
<! ATTLI ST SecondLD
Donmai nNane %omai nNane; #REQUI RED>

8.31 Server
The Server element is an empty element. It has three attributes:
FQDN: The fully qualified domain name of the server.
IP4Addr: The IPv4 address of the server.
IP6Addr: The IPv6 address of the server.

The fully qualified domain name is arequired attribute. The IP address fields should only be included if the
fully qualified domain name is within the domain that the server is a name server for.

The IP4Addr value should be given in standard dotted-decimal notation, for example, 192.0.2.14
The IP6Addr value should be given in any of the formats described in RFC 4291 [RFCA4291], for example:

Fully specified (preferred form): 2001:DB8:0:0:C
Compressed form: 2001:DB8::C00
Alternative form: 2001:DB8:0:0:C

(or
2001:DB8::192.

The Server element is used by the NameServers (Section 8.21) element to specify name server details.

Syntax:

<! ELEMENT Server EMPTY>

<I ATTLI ST Server
FQDN CDATA #REQUI RED
| PAAddr CDATA #| MPLI ED
| P6Addr CDATA #| MPLI ED>

8.32 ServerFilter

The ServerFilter element is an empty. It has the same attributes as the Server (Section 8.31) element, however
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all of the attributes are optional in the ServerFilter element. The content of the ServerFilter attributes is used to
match against name server details held by the SRS.

The ServerFilter element is used by the NameServerFilter (Section 8.22) element to specify the server details to
match.

Syntax:

<! ELEMENT ServerFilter EMPTY>
<! ATTLI ST ServerFilter
FQDN CDATA #| MPLI ED
| PAAddr CDATA #| MPLI ED
| P6Addr CDATA #| MPLI ED>

8.33 Signature

The Signature element is a simple element that contains parsed character data. The content of this element is
the OpenPGP-compatible signature of a request message in ASCII armored format and encoded in UTF-8. It is
used by the RawRequest and RawResponse (Section 7.7) elements when returning details of previous SRS
transactions.

Syntax:
<! ELEMENT Si gnat ure (#PCDATA) >

8.34 Timestamp Elements

The SRS protocol employs many timestamp elements that all share acommon definition. The timestamp
elements are:

e ActiveOn

e BilledUntil

+ BillPeriodEnd

» BillPeriodStart

e CancelledDate

» EffectiveDate

e FeTimeStamp

* FinaRunDate

e FirstRunDate

*  From

* InvoiceDate

e LastRunDate

e LockedDate

* NewBilledUntilDate
* RegisteredDate

¢ RunDate

e RunLogTimeStamp
« To

e TransactionDate

e TransDate
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The timestamp elements are empty elements that use the TimeStamp (Section 9.7.3) entity for attribute

declarations.

Syntax:

<! ELEMENT Acti veOn EMPTY>

<! ATTLI ST Acti veOn % neSt anp; >
<! ELEMENT Bil |l edUnti | EMPTY>

<! ATTLI ST Bil |l edUnti | % meSt anp; >
<! ELEMENT Bi | | Peri odEnd EMPTY>

<I ATTLI ST Bi |l | Peri odEnd o%Ti meSt anp; >

<! ELEMENT Bi |l | Peri odSt art EMPTY>
<I ATTLI ST Bi |l | Peri odSt art % meSt anp;

\%

<! ELEMENT Cancel | edDat e EMPTY>
<I ATTLI ST Cancel | edDat e %I neSt anp; >
<! ELEMENT Ef fectiveDate EMPTY>
<I ATTLI ST EffectiveDate %I neSt anp; >
<! ELEMENT FeTi mest anp EMPTY>
<I ATTLI ST FeTi nest anp 9T meSt anp; >
<! ELEMENT Fi nal RunDat e EMPTY>
<I ATTLI ST Fi nal RunDat e 9T meSt anp; >
<! ELEMENT Fi r st RunDat e EMPTY>
<I ATTLI ST Fir st RunDat e 9T meSt anp; >
<! ELEMENT From EMPTY>
<! ATTLI ST From 9T meSt anp; >
<! ELEMENT | nvoi ceDat e EMPTY>
<! ATTLI ST | nvoi ceDat e o%di meSt anp; >
<! ELEMENT Last RunDat e EMPTY>
<! ATTLI ST Last RunDat e 9T meSt anp; >
<! ELEMENT LockedDat e EMPTY>
<! ATTLI ST LockedDat e 9T meSt anp; >

<! ELEMENT NewBi | | edUnti | Date EMPTY>
<I' ATTLI ST NewBi | | edUnti | Dat e %I neSt anp; >

<! ELEMENT Regi st er edDat e EMPTY>
<I ATTLI ST Regi st er edDat e % neSt anp; >
<! ELEMENT RunDat e EMPTY>
<I ATTLI ST RunDat e o%Ti meSt anp; >

<! ELEMENT RunLogTi neSt anp EMPTY>
<I ATTLI ST RunLogTi neSt anp o%Ti meSt anp; >

<! ELEMENT To EMPTY>
<I ATTLI ST To % meSt anp; >

<! ELEMENT Transacti onDat e EMPTY>
<I ATTLI ST Transacti onDat e %I neSt anp; >

<! ELEMENT Tr ansDat e EMPTY>
<I ATTLI ST TransDate %I neSt anp; >

Example of an EffectiveDate element:

<Ef f ecti veDate Year="2007" Month="11" Day="19" Hour="12"
M nut e=" 00" Second="00" Ti meZoneO fset="+13: 00" />
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8.35 TransferredDomain

The TransferredDomain element is a simple element that contains parsed character data. The content of the
element is the domain name of adomain that has been transferred from one registrar to another. It is used by
the DomainTransfer (Section 7.5) element.

Syntax:
<! ELEMENT Tr ansf erredDomai n (#PCDATA) >

8.36 XML

Hunt

The XML element is a simple element that contains parsed character data. The content of this element is the
XML content of arequest or response message encoded in UTF-8. It is used by the RawRequest and
RawResponse (Section 7.7) elements when returning details of previous SRS transactions.

Syntax:
<I ELEVENT XML (#PCDATA) >
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9. Internal Entities

The XML DTD for the SRS communications protocol uses internal entities to provide common definitionsin
the DTD. These entities also enhance the readability of the DTD.

9.1 Actions

9.1.1 DomainWriteAction

The DomainWriteAction entity defines the valid values for attributes that hold the name of a domain write
request.

Definition:

<IENTITY % Donai nWiteActi on "Donai nCreat e|
Donai nUpdat e" >

9.1.2 DomainQueryAction

The DomainQueryAction entity defines the valid values for attributes that hold the name of a domain query
request.

Definition:
<IENTI TY % Donmai nQuer yActi on "Woi s|
Dorai nDet ai | sQry|
ActionDetail sQy|
UDAI Val i dQry" >
9.1.3 RegistrarWriteAction

The RegistrarWriteAction entity definesthe valid values for attributes that hold the name of aregistrar write
request.

Definition:

<IENTITY % Regi strarWiteActi on "Regi strarCreate|
Regi st rar Updat e" >

9.1.4 RegistrarQueryAction

The RegistrarQueryAction entity defines the valid values for attributes that hold the name of aregistrar query
request.

Definition:

<IENTITY % Regi strar QueryAction "Regi strarDetail sQy|
Regi strar Account Qry|
CGet Messages" >

9.1.5 RegistryAction
The RegistryAction entity defines the valid values for attributes that hold the name of aregistry request.
Definition:

<IENTITY % Regi stryActi on "SysPar ansUpdat e|
SysPar ansQ y|

Hunt Standards Track [Page 66]



INTERNET DRAFT SRS April 2008

RunLogCr eat e|

RunLogQry|

Schedul eCr eat e|

Schedul eCancel |

Schedul eQry|

Schedul eUpdat e|

Bi |l |li ngExtract |

Set Bi | | i ngAnmount |

QyBi |l |l i ngAmount |

Def er r edl ncomeSummar yQr
Def err edl nconmeDet ai | Qry
Bi | | edUnti | Adj ust nent |
Bui | dDnsZoneFi | es|

Gener at eDomai nReport |
Adj ust Regi strar Account ">

yl
I

9.1.6 Action

The Action entity defines the valid values for attributes that hold the name of an SRS request. It is defined in
terms of the various action entity definitions.

Definition:

<IENTITY % Acti on "% Domai nWiteAction; |
%®omai nQuer yActi on; |
%Regi strarWiteAction; |

%Regi st rar Quer yActi on; |
%Regi stryAction;"

9.2 Accounts

9.2.1 AccountingAction

The AccountingAction entity defines the valid values for attributes that hold the name of an accounting action
type.
Definition:
<IENTI TY % Accounti ngAction "Credit|
Debi t >

9.2.2 BillStatus

The Bill Status entity defines the valid values for attributes that hold the name of a billing status.
Definition:
<IENTITY %Bill Status "Pendi ngConfirmation|

Confirned">

9.3 Booleans

9.3.1 True

The True entity defines afixed integer value for true boolean values in the SRS protocol.
Definition:

<IENTITY % True "1">
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9.3.2 False
The False entity defines afixed integer value for false boolean values in the SRS protocol.

Definition:

<IENTITY % Fal se "0">

9.3.3 Boolean

The Boolean entity defines the valid values for attributes that hold a boolean value.
Definition:

<IENTITY % Bool ean " (%-al se; | %rue;)">

9.4 Contact Details

9.4.1 Contact
The Contact entity defines a content model for elements that contain contact details.
Definition:

<! ENTI TY % Cont act "Post al Addr ess?, Phone?, Fax?" >

9.4.2 ContactAttr
The ContactAttr entity defines the attribute specification for elements that contain contact details.
Definition:
<IENTITY % Contact Attr "Nane CDATA #l| MPLI ED
Emai | CDATA #l MPLI ED" >

9.5 Contact Details Filters

9.5.1 ContactFilter
The ContactFilter entity defines a content model for elements that contain contact filter details.
Definition:

<IENTITY % Contact Filter "Postal AddressFilter?, Phone?, Fax?">

9.5.2 ContactFilter Attr
The ContactFilterAttr entity defines the attribute specification for elements that contain contact filter details.
Definition:

<IENTITY % ContactAttrFilter "Name CDATA #l MPLI ED
Emai | CDATA #| WPLI ED" >
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9.6 Currency

9.6.1 Dollars
The Dollars entity defines avalue definition for attributes that contain currency values. SRS implementations
SHOULD ensure that values given and received in attributes of this type conform to valid valuesin their
registry's working currency.
Definition:

<IENTI TY % Dol | ars " CDATA">

9.7 DatesAnd Times

9.7.1 Date
The Date entity defines the attribute specification for elements that contain date details.
Definition:

<IENTITY % Date "Year %\unber; #REQU RED
Mont h 9%Nunber ; #REQUI RED
Day 9%Nunber; #REQUI RED' >

9.7.2 Time

The Time entity defines the attribute specification for elements that contain time details. SRS implementations
MAY use their local timezone offset from UTC as a default value for TimeZoneOffset if thisfield is not

popul ated.

Definition:

<IENTITY % Ti ne " Hour 9%\unber ; #REQUI RED
M nut e 9%\unber ; #REQUI RED
Second oNunber; #l MPLI ED

Ti meZonerf f set CDATA #| MPLI ED" >

9.7.3 TimeStamp

The TimeStamp entity defines a composite attribute specification for elements that contain a combined date and
time value. It is defined in terms of the Date (Section 9.7.1) and Time (Section 9.7.2) entities.

Definition:

<IENTITY % Ti meSt anp "%ate; 9%li nme; ">

9.7.4 DateRange
The DateRange entity defines a content model for elements that contain a start date and time and an end date
and time. Such elements consist of an optional From (Section 8.34) element and an optional To (Section 8.34)
element. Both the From and To element are empty elements with attributes as defined in the TimeStamp
(Section 9.7.3) entity.
Definition:

<IENTI TY % Dat eRange " Fronf?, To?">
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9.8 Domain Names

9.8.1 DomainName
The DomainName entity defines the valid value definition for attributes that hold a domain name.
Definition:

<IENTI TY % Domai nNane " CDATA">

9.9 Domain Status

9.9.1 RegDomainStatus
The RegDomainStatus entity defines the valid values for attributes that hold the status of registered domains.
Definition:
<I'ENTI TY % RegDorai nSt atus "Acti ve|
Pendi ngRel ease" >
9.9.2 DomainStatus

The DomainStatus entity defines the valid values for attributes that hold the status of both registered and
unregistered domains.

Definition:
<IENTITY % Donai nSt at us " %RegDonai nSt at us; |

Avai | abl e" >

9.10 Duration

9.10.1 Term

The Term entity defines the valid value definition for attributes that hold a timespan. Generally thiswill be an
integer number of months representing the registry's billing cycle for registered domains.

Definition:

<IENTITY % Ter m " %\unber ; " >

9.11 Numeric

9.11.1 Number

The Number entity defines the valid value definition for attributes that hold a number. SRS implementations
SHOULD ensure that data provided in such attributes is numeric.

Definition:

<IENTITY % Nunber " CDATA">

9.12 Registrar ldentifiers
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9.12.1 Registrarld

The Registrarld entity defines the valid value definition for attributes that hold aregistrar identifier. Registrar
identifiersin the SRS are numeric and this entity is defined in terms of the Number (Section 9.11.1) entity.

Registrar identifiers are assigned to registrars for performing registrar functions and to the registry for
performing registry functions.

The registry may have more than one identity, with each identity having separate roles and permissionsin the
system. The registry's registrar identifiers should be known to registrars so that registrars can identify actions
performed by the registry.

Definition:

<IENTITY % Regi strarld "%\unber ;">

9.12.2 RegistrarldOrOTHERS

The RegistrarldOrOTHERS entity defines the valid value definition for attributes that hold a registrar identifier
or the special value "OTHERS". SRS Implementations SHOULD ensure that data provided in such attributesis
either avalid registrar identifier or the string "OTHERS". The value "OTHERS' may be used instead of a
registrar identifier in some cases, for example when using the GetM essages (Section 6.3.1) request, to specify a
registrar identifier other than the registrar making the request.

Definition:

<IENTITY % Regi strar|dO OTHERS " CDATA" >

9.13 Responses

9.13.1 ActionResponse

The ActionResponse entity defines the valid values for attributes that hold the name of an action response type.
Definition:

<IENTITY % Acti onResponse "Error|
Domai n* |
UDAI Val i d|
Domai nTr ansf er |
Bi | IingTrans*|
Def err edRegi strar | ncone* |
Regi strar*|
SysPar ant |
RunLog* |
Schedul e*" >

9.14 System Roles

9.14.1 Role

The Role entity defines the valid values for attributes that hold the name of a system role type. Roles may be
used by implementations to restrict the requests that users (typically registrars) have access to.

Definition:

<IENTITY % Rol e "Regi strar |
Regi stry|
Woi s|
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Query| _

Cr eat eDommai n|
Updat eDomai n|

Tr ansf er Domai n|
Cancel Dommi n|
Uncancel Donmal n|
Updat eRegi strar |
Adm ni st er |
Super vi sor |
Connect |

Rel easeDomai n" >

9.15 Scheduled Processes

9.15.1 ScheduledJob
The ScheduledJob entity defines the valid values for attributes that hold the name of a scheduled job type.
Definition:

<IENTITY % Schedul edJob " Bui | dDnsZoneFi | es|
Rel easeDomai ns|
RenewDonai ns|
Gener at eDomal nReport |
Cener at eSt at sReport "

9.16 Telephone Numbers

9.16.1 PhoneAttr
The PhoneAttr entity defines the attribute specification for elements that telephone or fax number details.
Definition:

<IENTITY % PhoneAttr "CountryCode %NunberFilter; #l MPLI ED
Ar eaCode %Nunber Fi | ter; #l MPLI ED
Local Nunber %N\unber Filter; #l MPLI ED'>

9.17 Unique I dentifiers

9.17.1 UID

The UID entity defines avalue definition for attributes that contain unique identifier values.
Definition:

<IENTITY % U D " CDATA" >
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10. Text Filter

The text filter provides support for case-insensitive matching of a character string against information held in
the SRS. Two wildcard characters are supported:

| Wildcard | Description |
? matches any single character
* matches zero or more characters

Note: when atext filter pattern is used for matching against domain names, the wildcard characters will not
match the dot-separator character. The only exception to thisis when the * wildcard is used at the start of the
text filter pattern, in this case the wildcard may match any characters, as shown in the examples below.

Text filter pattern matching examples for domain names:

| Text filter pattern | Domain | Result
alpha.*.org alpha.example.org Match
alpha.*.org alpha.beta.example.org No match
* .example.org alpha.example.org Match
* .example.org alpha.beta.example.org Match
* example.org example.org No match
alpha.* alpha.example Match
alpha.* alpha.co.example No match
* any.example.org Match (* on its own will match all
domainsin the SRS)
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11. Security Considerations

Care should be taken to ensure that no private datais sent over any unsecured transport. HTTPS MUST be used
for all transactions involving private data - that is, data that cannot be retrieved using the public WHOIS
system.

The exchange of public keys between registry and registrar when a new registrar is created in the SRS
SHOULD be handled in a secure way with careful identity verification by both parties.

Storage of private keys by the registry and the registrar must be handled carefully to avoid compromise. Keys
should be changed on an occasional basis, according to current best practice, to ensure that the SRS remains
secure. The registrar may provide the registry with more than one valid public key to support migration from
one key to another and the expiration of old keys.

Registrars MUST be restricted to only viewing data that is publicly available (that is, data that can be retrieved
using the public WHOI S system), and data that they manage. Registrars MUST NOT be able to access through
the SRS registry information that is managed by other registrars and is not avail able through the public WHOIS
system.

The registry SHOULD access al requests and data through the SRS system. This allows the implementation to
ensure that there is only a single way to access the system functions and data.
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12. IANA Consderations

This document has no actions for lANA.
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A. Example

This example shows atypical request and response document. The example does not show the full format of
the multipart request body that must be sent to the server for arequest.

A.1 Whoisrequest

Example of a Whois request (formatted for readability):

Hunt

n=50041&r =<! DOCTYPE NZSRSRequest SYSTEM "pr ot ocol . dtd">
<NZSRSRequest Ver Maj or ="2" Ver M nor="0" Regi strarld="500411">
<Whoi s Ful | Resul t="0" Domai nNane="exanpl e. org"/>
</ NZSRSRequest >
= - BEG N PGP S| GNATURE- - - - -
Version: Crypt::QpenPGP 1.03

i QBGBAARAgAGBQI Ht LgmAA0JECYUc6XZCUi bvs4An2qp5xHugp7t G O4pnxTgb3k
N630AJ44F+/ GBBbsRkhl Goqr G vglhl FAKOA==

=5C k

----- END PGP S| GNATURE- - - - -

r=<?xm version="1.0"?>
<! DOCTYPE NZSRSResponse SYSTEM " pr ot ocol . dtd" >
<NZSRSResponse Ver Maj or="2" Ver M nor ="0" Regi strarld="1">
<Response Action="Woi s" Feld="7" FeSeq="1996051"
Oi gRegi strarld="1" Reci pi ent Regi strarld="1">
<FeTi neSt anp Day="15" Hour="11" M nute="03" Mnt h="2"
Second="18" Ti neZoneCOf fset=" 13: 00" Year="2008"/>
<Domai n Domai nNanme="exanpl e. org" Status="Active"/>
</ Response>
</ NZSRSResponse>
&s=----- BEG N PGP SI GNATURE- - - - -
Version: Crypt::QpenPGP 1.03

i OBGBAARAGAGBQIHt LgmAA0JENi / K6P6QHenBbgAn2VBSQFFZz1 1GKbGhi JZt g4w
k7SxAJ491nPl kU 8kJvJ+No+Ysi ph19Wiw==

=r 5Vn

----- END PGP S| GNATURE- - - - -
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C. DTD

Complete DTD for the SRS protocol:

<I-- DID for NZ Shared Regi stry System Protocol -->
<I-- Entity declarations -->
<IENTI TY % Nunmber " CDATA">

<IENTITY
<IENTITY
<IENTITY
<IENTITY
<IENTITY
<IENTITY

<IENTITY

<IENTITY
<IENTITY
<IENTITY
<IENTITY
<IENTITY
<IENTITY
<IENTITY
<IENTITY

<IENTITY
<IENTITY

<IENTITY

% Number Fi | t er " CDATA" >

% Dol | ars " CDATA" >

% True "1">

% Fal se "0">

% Bool ean " (%-al se; | %Irue; )" >

% Date "Year 9YNunber; #REQUI RED

Mont h 9%Nunber ; #REQUI RED
Day YNunber ; #REQUI RED" >

% Ti me " Hour %Nunber; #REQUI RED
M nut e Y%\unber; #REQUI RED
Second %Nunber; #l MPLI ED
Ti meZoner f set CDATA #| MPLI ED' >
% Ti meSt anp "% bat e; 9% ne; ">

% Domai nNane " CDATA" >

% Ul D " CDATA" >

% Ter m " %Nunber ; " >

% Regi strarld " %\unber ;">

% Regi strar| dO OTHERS " CDATA" >

% Domai nWiteAction "Domai nCreat e| Domai nUpdat e" >

% Dormai nQuer yActi on "Whoi s| Dormai nDet ai | sQry|
ActionDetail sQy| UDAl Val i dQ y" >

% Regi strarWiteAction "RegistrarCreate| Regi strarUpdat e">

% Regi strar QueryAction "RegistrarDetail sQy
Regi strar Account Q y| Get Messages" >

% Regi stryActi on "SysPar ansUpdat e| SysPar ansQ y|
RunLogCr eat e| RunLogQ y|
Schedul eCr eat e| Schedul eCancel |
Schedul eQ y| Schedul eUpdat e| Bi | | i ngExt r act |
Set Bi | I i ngAmount | @ yBI | | i ngAnount |
Def err edl ncomeSunmar yQry|
Def er r edl nconeDet ai | Qry|
Bi | | edUnti | Adj ust nent |
Bui | dDnsZoneFi | es|
Gener at eDomai nReport |
Adj ust Regi strar Account ">

<IENTITY % Acti on "% Domai nWiteAction; | %Domai nQuer yActi on; |

<IENTI TY

Hunt

%Regi strarWiteAction; | %Regi strar QueryAction; |
%Regi stryAction; ">

% Act i onResponse "Error| Domai n*| UDAI Val i d| Domai nTr ansf er |
Bi | Ii ngTrans*| Def erredRegi strar| ncone* |
Regi strar*| SysPar ant| RunLog*| Schedul e*|
Bi I'l i ngAnount *" >
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<IENTITY
<IENTITY
<IENTITY
<IENTITY

<IENTITY

<IENTITY

<IENTITY
<IENTITY

<IENTITY

<IENTITY

<IENTITY
<IENTITY

<! -- DATA ELEMENTS -->

<l -- Parsed character

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<I-- Cont

SRS

% RegDomai nSt at us " Acti ve| Pendi ngRel ease" >

% Dormai nSt at us " %RegDomai nSt at us; | Avai | abl e" >

% Bi | | St at us "Pendi ngConfirmation| Confirmed">

% Schedul edJob "Bui | dDnsZoneFi | es| Rel easeDomai ns|
RenewDonmai ns| Gener at eDomai nReport |
CGener at eSt at sReport ">

% Cont act

% Contact Attr

% Cont actFil ter
% Contact AttrFilter

" Post al Addr ess?, Phone?, Fax?" >

"Name CDATA #l| MPLI ED
Emai | CDATA #| WPLI ED" >

Emai |

% PhoneAttr "CountryCode %NunberFilter;

% Rol e "Regi strar| Regi stry| Woi s| Query| Creat eDonai n|

Ar eaCode
Local Nunber

%NunberFil ter;
%NunberFil ter;

" Post al Addr essFi | t er ?, Phone?, Fax?" >

"Nanme CDATA #l MPLI ED
CDATA #l MPLI ED" >

#| MPLI ED
#| MPLI ED
#| MPLI ED" >

Updat eDomai n| Tr ansf er Donai n| Cancel Donai n|
Uncancel Donal n| Updat eRegi strar| Adm ni st er |
Super vi sor | Connect | Rel easeDonmal n" >

% Dat eRange " Fronf, To?" >

% Account i ngAction "Credit|Debit">

data el enents -->

Actionl dFil ter (#PCDATA) >

Audi t Text (#PCDATA) >

Audi t TextFil ter

(#PCDATA) >

Cancel Audi t Text (#PCDATA) >

Cr eat eAudi t Text (#PCDATA) >

Descripti on (#PCDATA) >

Domai nNaneFi | t er (#PCDATA) >

Encrypt Key (#PCDATA) >

ErrorDetail s (#PCDATA) >

Par amVval ue (#PCDATA) >

RunLogDet ai | s (#PCDATA) >
Si gnat ur e (#PCDATA) >

Tr ansf err edDonai n ( #PCDATA) >
XM (#PCDATA) >

act information: for registrant, adm n,

<! ELEMENT Regi st rant Cont act
<I ATTLI ST Regi strant Cont act

<! ELEMENT Regi strant ContactFilter
<I ATTLI ST Regi strantContactFilter % ContactAttrFilter;>

(%Cont act ;) >

%Cont act Attr; >

t echni cal

(Y%ContactFilter;)>
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<! ELEMENT Adm nCont act
<! ATTLI ST Adm nCont act

<! ELEMENT Adm nContactFilter
<! ATTLI ST Adm nContactFilter

<! ELEMENT Techni cal Cont act
<! ATTLI ST Techni cal Cont act

SRS

(%Cont act ;) >
%Cont act Attr; >

(Y%ContactFilter;)>
% Contact AttrFilter; >

(%Cont act ;) >
oCont act Attr; >

<I ELEMENT Techni cal ContactFilter (% ontactFilter;)>
<! ATTLI ST Techni cal ContactFilter % ontactAttrFilter;>

<! ELEMENT Regi strar PublicContact (%Contact;)>
<I ATTLI ST Regi strarPublicContact % ontactAttr; >

<! ELEMENT Def aul t Techni cal Cont act (%Cont act ;) >
<! ATTLI ST Def aul t Techni cal Cont act %Cont act Attr; >

<! ELEMENT Regi st rar SRSCont act
<I ATTLI ST Regi st rar SRSCont act

<l-- Postal address -->

(%Cont act ;) >
%Cont act Attr; >

<! ELEMENT Post al Address EMPTY>

<! ATTLI ST Post al Addr ess

Addr ess1 CDATA #l| MPLI ED
Addr ess?2 CDATA #l| MPLI ED
Cty CDATA #I| MPLI ED
Provi nce CDATA #I| MPLI ED
Count r yCode CDATA #l| MPLI ED
Post al Code CDATA #| MPLI ED>

<l-- Postal address filter

>

<! ELEMENT Post al Addr essFilter EMPTY>

<I ATTLI ST Post al AddressFilter
Addr essl CDATA #l| VPLI ED
Addr ess?2 CDATA #l VPLI ED
Cty CDATA #l| VPLI ED
Provi nce CDATA #I MPLI ED
Count r yCode CDATA #| MPLI ED
Post al Code CDATA #| MPLI ED>

<!-- Tel ephone nunbers -->
<! ELEMENT Phone
<! ATTLI ST Phone

<! ELEMENT Fax
<I ATTLI ST Fax

EMPTY>
9%%honeAttr; >

EMPTY>
9%%honeAttr; >

<I-- Time stanps (date and time) -->

<! ELEMENT ActiveOn EMPTY>

<I ATTLI ST ActiveOn %li meSt anp; >

<! ELEMENT Bi |l | Peri odEnd EMPTY>
<I ATTLI ST Bi |l | Peri odEnd %i neSt anp; >

<!I ELEMENT Bi |l | Peri odStart EMPTY>
<I ATTLI ST Bill Peri odStart % i nmeStanp; >

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<l ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT

BilleduUntil EMPTY>
BilleduUntil 9% neStanp; >

Ef f ecti veDat e EMPTY>
Ef fecti veDate %I neSt anp; >

FeTi meSt anp EMPTY>
FeTi meSt anp % neSt anp; >

Fi nal RunDat e EMPTY>
Fi nal RunDat e %i meSt anp; >

Fi rst RunDat e EMPTY>
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<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<l ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<I-- Date
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<!-- Base

<! ELEMENT
<! ATTLI ST

First RunDat e %i meSt anp; >

From EMPTY>
From % meSt anp; >

I nvoi ceDat e EMPTY>
I nvoi ceDat e %i meSt anp; >

Last RunDat e EMPTY>
Last RunDat e %li neSt anp; >

NewBi | | edUnt i | Dat e EMPTY>
NewBi | | edUnt i | Dat e %fi neSt anp; >

RunDat e EMPTY>
RunDat e 9% meSt anp; >

RunLogTi neSt anp EMPTY>
RunLogTi neSt anp % neSt anp; >

LockedDat e EMPTY>
LockedDat e % neSt anp; >

Regi st er edDat e EMPTY>
Regi st er edDat e % meSt anp; >

Cancel | edDate EMPTY>
Cancel | edDate 9%l meSt anp; >

To EMPTY>
To % meSt anp; >

TransDat e EMPTY>
TransDat e %I nmeSt anp; >

Transacti onDat e EMPTY>
Transacti onDat e %I meSt anp; >

ranges -->
Audi t Ti me (%PDat eRange; ) >

Bi |l | edUnti | Dat eRange (%bat eRange;) >

Cancel | edDat eRange (%bat eRange; ) >
Changedl nDat eRange (%bat eRange;) >
LockedDat eRange ( %Dat eRange;) >
LogDat eRange (%bat eRange;) >

I nvoi ceDat eRange (%Dat eRange; ) >

Regi st er edDat eRange (%bat eRange;) >

Resul t Dat eRange (%bat eRange;) >
Sear chDat eRange (%bat eRange;) >
Tr ansDat eRange (%bat eRange;) >

nmonth for deferred i ncone cal cul ations -->

BaseMont h EMPTY>
BaseMont h

Mont h 9%Nunber ; #REQUI RED>

<!-- Base year for deferred incone cal cul ations -->

<! ELEMENT
<I ATTLI ST

BaseYear EMPTY>
BaseYear

Year 9%Nunber; #REQUI RED>

<l-- | ncone nonth for
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<! ELEMENT | nconeMont h EMPTY>
<! ATTLI ST | ncomeMont h
Mont h %Nunber ; #REQUI RED>

<I-- Incone year for deferred incone cal cul ations -->
<! ELEMENT | nconeYear EMPTY>
<I ATTLI ST I nconeYear

Year 9Nunber; #REQUI RED>

<!-- Nane server container -->
<! ELEMENT NaneServers (Server*)>

<l-- Server -->

<! ELEMENT Server EMPTY>

<! ATTLI ST Server
FQDN CDATA #REQUI RED
| PAAddr CDATA #l| MPLI ED
| P6Addr CDATA #l| MPLI ED>

<!-- Name server filter -->
<! ELEMENT NaneServerFilter (ServerFilter+)>

<l-- Server filter -->

<! ELEMENT ServerFilter EMPTY>

<! ATTLI ST ServerFilter
FQDN CDATA #I| MPLI ED
| PAAddr CDATA #| MPLI ED
| P6Addr CDATA #| MPLI ED>

<!-- Domain registration permssion |ist -->
<! ELEMENT Al | owed2LDs (SecondLD*) >
<! ELEMENT SecondLD EMPTY>
<! ATTLI ST SecondLD
Donmai nNanme % onmai nNane; #REQUI RED>

<I-- Registrar/user role definition -->
<! ELEMENT Rol es (Rol e*) >
<! ELEMENT Rol e EMPTY>
<I ATTLI ST Rol e
Rol eNane (%Rol e; ) #REQUI RED>

<l-- Encryption keys -->
<! ELEMENT Encrypt Keys (Encrypt Key*)>

<I-- Audit details elenent -->
<! ELEMENT AuditDetails (AuditTine?, Audit Text ?)>
<I ATTLI ST AuditDetails

Regi strarld CDATA #l MPLI ED

Actionld % D; #l MPLI ED>

<I-- Query field list -->
<! ELEMENT Fi el dLi st EMPTY>
<! ATTLI ST Fi el dLi st

St at us 9%8ool ean; #| MPLI ED
NaneSer ver s 9%Bool ean; #| MPLI ED
Regi st rant Cont act oBool ean; #| MPLI ED
Regi st er edDat e o%Bool ean; #| MPLI ED
Adnm nCont act o%8ool ean; #| MPLI ED
Techni cal Cont act %Bool ean; #l MPLI ED
LockedDat e %Bool ean; #l MPLI ED
Del egat e %Bool ean; #l MPLI ED
Regi strarld %Bool ean; #l MPLI ED
Regi st r ar Name %Bool ean; #l MPLI ED
Regi st r ant Ref %Bool ean; #l MPLI ED
Last Actionld %Bool ean; #l MPLI ED
ChangedByRegi strarld %Bool ean; #l MPLI ED
Term o%Bool ean; #| MPLI ED
Bill edUntil o%Bool ean; #| MPLI ED
Cancel | edDat e %Bool ean; #l MPLI ED
Audi t Text o%Bool ean; #| MPLI ED
Ef f ecti veFr om 9%Bool ean; #| MPLI ED>
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<! -- REQUEST AND RESPONSE ROOT ELEMENTS -->

<I-- Root request element -->

<! ELEMENT NZSRSRequest ((%Action;)+)>

<! ATTLI ST NZSRSRequest
Ver Maj or (1] 2) #REQUI RED
Ver M nor O9Nunber ; #REQUI RED
Regi strarld %Regi strarld; #l MPLI ED>

<!-- Root response elenent -->

<! ELEMENT NZSRSResponse (Response+|Error)>

<I ATTLI ST NZSRSResponse
Ver Maj or (2) #REQUI RED
Ver M nor O9Nunber ; #REQUI RED
Regi strarld %Regi strarld; #l MPLI ED>

<l -- SUCCESS RESPONSE CONTAI NER - - >
<l-- Response -->
<! ELEMENT Response (FeTi neStanp,
(Response*|
%Act i onResponse; |
(RawRequest , RawResponse) ) ?) >
<I ATTLI ST Response

Action (%Act i on; | UnknownTr ansact i on|
Donmi nTr ansf er) #REQUI RED
Fel d Y%Nunber ; #REQUI RED
FeSeq 9%\unber ; #REQUI RED
OigRegistrarld 9Regi strarl d; #REQUI RED
Transl d %l D, #| MPLI ED
Rows YNunber ; #1 MPLI ED
Count YNunber ; #1 MPLI ED
Mor eRowsAvai | abl e %Bool ean; #1 MPLI ED
Reci pi ent Regi strarld Y%Regi strarl d; #| MPLI ED>

<!-- REQUEST ELEMENTS -->

<I-- Query previous request and response details
Response: ((RawRequest, RawResponse) | Error) -->
<! ELEMENT ActionDetail sQy EMPTY>
<I ATTLI ST ActionDetail sQvy
Qyld %J D; #l MPLI ED
Actionld %J D; #REQUI RED
Originati ngRegi strarld %J D; #l VPLI ED>

<I-- Query domain details
Response: (Domai n*|Error) -->
<! ELEMENT Donai nDet ai | sQry (Donai nNaneFi | ter*, NaneServerFilter?,
Regi strant ContactFi |l ter ?,
Adm nCont act Fi |l t er ?, Techni cal ContactFi |l ter ?,
Resul t Dat eRange?, Sear chDat eRange?,
Changedl nDat eRange?,
Regi st er edDat eRange?, LockedDat eRange?,
Cancel | edDat eRange?, Bi | | edUnt i | Dat eRange?,
Audi t Text Fil ter?, ActionldFilter?, Fiel dLi st?)>
<I ATTLI ST Donmi nDetai |l sQy

Qyld %J D, #| MPLI ED
St at us (9%RegDonmi nSt at us; ) #l MPLI ED
Del egat e %Bool ean; #| MPLI ED
Term Yer m #| MPLI ED
Regi strant Ref %J D, #1 MPLI ED
MaxResul t s o%Nunber ; #| VMPLI ED
Ski pResul ts YN\unber ; #1 MPLI ED
Count Resul ts 9%Bool ean; "0">

<I-- Query if the given UDAI nmatches the UDAI for a donmin
Response: (UDAIValid) -->

<! ELEVMENT UDAI Val i dQry EMPTY>

<I ATTLI ST UDAI Val i dQry

Qyld %J D; #| MPLI ED

Donmai nNane %onmai nNane; #REQUI RED

UDAI %J D; #REQUI RED>
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<I-- Retrieve public details for a domain (WHO S)
Response: (Domain|Error) -->

<! ELEMENT Whoi s EMPTY>

<I ATTLI ST Whoi s

yld %l D; #| VPLI ED
Ful | Resul t %Bool ean; "
Sour cel P CDATA #| VPLI ED

Domai nNanme %onai nNanme; #REQUI RED>

<l-- Create new dommi n record
Response: (Domain|Error) -->
<! ELEMENT Domai nCr eat e ( Regi strant Cont act,
Adm nCont act ?,
Techni cal Cont act ?,
NameSer ver s?,
Audi t Text ?) >
<I ATTLI ST Donai nCr eat e

Actionld %Jl D #REQUI RED
Donai nNane %Oomai nNane; #REQUI RED
Regi strant Ref %J D, #1 MPLI ED
Term %er m #REQUI RED
Del egat e %Bool ean; "1t >

<l -- Update domain record(s)

Response: (Domai n+| Error) -->

<! ELEMENT Donmi nUpdat e ( Dormai nNaneFi |t er +, Regi st r ant Cont act ?,
Adm nCont act ?, Techni cal Cont act ?,

NameSer ver s?, Audi t Text ?) >
<I ATTLI ST Donami nUpdat e

Actionld % D; #REQUI RED
UDAI %J D #| MPLI ED
NewWUDAI %Bool ean; #| MPLI ED
Regi strant Ref %Jl D #| MPLI ED
Term oder m #| MPLI ED
Del egat e %Bool ean; #l MPLI ED
Renew %Bool ean; #l MPLI ED
NoAut oRenew  %Bool ean; #| MPLI ED
Lock %Bool ean; #| MPLI ED
Cancel %Bool ean; #| MPLI ED
Rel ease %Bool ean; #l MPLI ED
Ful | Resul t %Bool ean; "1">
<I-- Get SRS generated nessages for a registrar

Response: (Response|Error) -->

<! ELEMENT Get Messages (TransDat eRange?, Audit Text Filter?)>

<I ATTLI ST Cet Messages

Qyld %Jl D
Originati ngRegi strarld %Regi strar| dO OTHERS;
Actionl d %J D,
Reci pi ent Regi strarl d YRegi strarl d;
MaxResul t s YNunber ;
Ski pResul ts YNunber ;
Count Resul ts %Bool ean;
<I-- Query registrar details
Response: (Registrar*|Error) -->
<! ELEMENT Regi strarDetail sQry (ResultDateRange?)>
<I ATTLI ST Regi strarDetailsQy
Qyld %Jl Dy #1 MPLI ED
Regi strarld %Regi strarld; #l MPLI ED
NameFi | ter CDATA #1 MPLI ED>
<l-- Query registrar account (obtain billing records)
Response: (BillingTrans*|Error) -->

<! ELEMENT Regi strarAccount 'y (TransDat eRange?, | nvoi ceDat eRange?) >

<I ATTLI ST Regi strarAccount Qry

Qyld %J| D; #| MPLI ED
Regi strant Ref %J D #1 MPLI ED
Donmai nName %Domai nNane; #| MPLI ED
| nvoi cel d % D; #| MPLI ED
MaxResul t s o%Nunber ; #| MPLI ED
Ski pResul ts YN\unber ; #1 MPLI ED
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TransSt at us (9%8i || Status;) #l MPLI ED
Count Results 9%Bool ean; "o" >

<I-- Insert details for a new registrar
Response: (Registrar|Error) -->
<! ELEMENT Regi strarCreate (Regi strarPublicContact,
Regi st r ar SRSCont act ,
Def aul t Techni cal Cont act, Encr ypt Keys,
Al | owed2LDs?, Rol es?, Audi t Text ?) >
<I ATTLI ST Regi strarCreate

Actionld %l D #REQUI RED

Nane CDATA #REQUI RED

AccRef CDATA #REQUI RED

Regi strarld %Regi strarld; #REQU RED

URL CDATA #| MPLI ED>
<!-- Update existing registrar details

Response: (Registrar|Error) -->
<! ELEMENT Regi strar Updat e (Regi strarPublicContact?,
Regi st r ar SRSCont act ?,
Def aul t Techni cal Cont act ?, Encr ypt Keys?,
Al | owed2LDs?, Rol es?, Audi t Text ?) >
<I ATTLI ST Regi strar Updat e
Actionld %J D, #REQU RED

Nanme CDATA #1 MPLI ED
AccRef CDATA #1 MPLI ED
URL CDATA #l WMPLI ED>
<l-- Adjust a registrar's account by adding billing transactions
Response: (BillingTrans|Error) -->

<! ELEMENT Adj ust Regi strar Account (TransactionDate,Bill PeriodStart,
Bi | | Peri odEnd, Audi t Text) >
<! ATTLI ST Adj ust Regi st rar Account

Regi strarld %Regi strarld; #REQUI RED
Donmai nNanme %Donai nNane; #REQUI RED
Actionl d %J D #REQUI RED
Mont hs Y\unber ; #REQUI RED

ActionType (%A\ccountingAction;) #REQUI RED>

<I-- Adjust the billed until date for a donain
Response: (Domain|Error) -->
<IELEMENT Bil | eduUnti | Adj ust ment (NewBil | edUnti | Date, Audi t Text) >
<I ATTLI ST Bi |l | eduUnti | Adj ust nent
Domai nNanme %onai nNane; #REQUI RED

Actionld %I D; #REQUI RED>
<I-- Cbtain billing records (optionally assign themto an invoice)
Response: (BillingTrans*|Error) -->

<I ELEMENT Bi |l | i ngExtract (TransDateRange, | nvoi ceDat e?) >
<I ATTLI ST Bil | i ngExtract

Actionld %l D, #REQUI RED
| nvoi ceExt r act 9Bool ean; #l MPLI ED
Regi strarld %J D; #| MPLI ED

Conf i r medTr ans oBool ean; #l MPLI ED
I nsi deGr acePeri od %Bool ean; #l MPLI ED
| nvoi cel d CDATA #| VPLI ED>

<l-- Initiate process to rebuild the DNS zone files
Response: (RunLog|Error) -->
<! ELEMENT Bui | dDnsZoneFi | es (RunDat e) >
<! ATTLI ST Bui | dDnsZoneFi | es
Actionld %J D, #REQU RED>

<l-- Query billing transaction details of deferred i ncone
Response: (BillingTrans*|Error) -->
<! ELEMENT Def erredl nconeDetai | y EMPTY>
<! ATTLI ST Deferredl nconeDetail Qy
BaselMbnt h CDATA #REQUI RED
BaseYear CDATA #REQUI RED
I nconeMont h CDATA #REQUI RED
I nconeYear CDATA #REQUI RED
Qyld %J D; #l MPLI ED>
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<I-- Query sunmary details of deferred income
Response: (BillingTrans*|Error) -->
<! ELEMENT Def erredl ncomeSummaryQy EMPTY>
<I ATTLI ST Def erredl ncomeSumar yQy
BaseMbnt h CDATA #REQUI RED
BaseYear CDATA #REQUI RED
I ncomeMont h CDATA #REQUI RED
I ncomeYear CDATA #REQUI RED
Qyld %J D; #l MPLI ED>

<I-- Initiate process to create a domain report
Response: (RunLog|Error) -->
<! ELEMENT Gener at eDonal nReport ( RunDate) >
<I ATTLI ST Gener at eDomai nRepor t
Actionld %J D; #REQUI RED>

<l-- Query doma

in billing anpbunts in the system
Response: (B

Il

I

i
i | 1ingAmount*| Error) -->
<I ELEMENT QyBillingAnmount EMPTY>
<I ATTLI ST Q yBil | i ngAnount

Qyld %) D; #l MPLI ED>

<l-- Create a new run log entry
Response: (RunLog|Error) -->
<! ELEMENT RunLogCreate (FirstRunDate, RunLog) >
<I ATTLI ST RunLogCreate
Actionld %J D, #REQU RED>

<l-- Query existing run |log entries
Response: (RunLog*|Error) -->
<! ELEMENT RunLogQy (LogDateRange?)>
<! ATTLI ST RunLogQy
Qyld %J D; #l MPLI ED
ProcessNane CDATA #l| MPLI ED
Par anet ers CDATA #| MPLI ED>

<I-- Cancel a scheduled job entry
Response: (Schedul e| Error) -->
<! ELEMENT Schedul eCancel (FirstRunDate, Audit Text ?)>
<I ATTLI ST Schedul eCancel
Actionld %l D #REQUI RED
ProcessNanme (%Schedul edJob; ) #REQUI RED
Par anet ers CDATA #| MPLI ED>

<I-- Create a new schedul ed job entry
Response: (Schedul e|Error) -->
<! ELEMENT Schedul eCreate (FirstRunDate, Fi nal RunDat e?, Audi t Text ?) >
<I ATTLI ST Schedul eCreate
ProcessNanme (%Schedul edJob; ) #REQUI RED

Fr equency CDATA #REQUI RED
Paramet ers CDATA #| MPLI ED
Actionld wJl D #REQUI RED>

<I-- Query details of existing scheduled job entries

Response: (Schedul e*|Error) -->
<! ELEMENT Schedul eQry (ActiveOn?, FirstRunDate?) >
<I ATTLI ST Schedul eQy
Qyld 9l D; #l MPLI ED
Pr ocessNanme CDATA #| MPLI ED
Par amet ers CDATA #| MPLI ED>

<l-- Update an existing scheduled job entry
Response: (Schedul e|Error) -->
<! ELEMENT Schedul eUpdat e (FirstRunDat e, Last RunDat e?, Audi t Text ?) >
<I ATTLI ST Schedul eUpdat e
Actionl d %Jl D; #REQUI RED
Par aneters CDATA #| MPLI ED
ProcessName (%Schedul edJob;) #REQUI RED>

<l-- Create a new billing anbunt
Response: (BillingAmount*|Error) -->
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<! ELEMENT Set Bi
<I ATTLI ST Set Bi
Act i onl

I'I'i ngAnmount (BillingAnount)>
I'lI'i ngAnount
d %J D, #REQUI RED>

<I-- Query details of configurable system paraneters
Response: (SysParant|Error) -->
<! ELEMENT SysParansQy EMPTY>
<I ATTLI ST SysParansQy
Qyld % D; # MPLI ED>

<I-- Update details of configurable system paraneters
Response: (SysParant|Error) -->
<! ELEMENT SysPar anmsUpdat e (SysParamt, Audi t Text ?) >
<I ATTLI ST SysPar anmsUpdat e
Actionld %J D; #REQUI RED>

<!-- RESPONSE ELEMENTS -->

<l-- Billing ambunt -->
<I ELEMENT Bi | | i ngAnmount (EffectiveDate) >
<I ATTLI ST Bi | | i ngAmount

Anount %ol | ars; #REQUI RED>

<l-- Billing transaction -->
<IELEMENT Bi | | i ngTrans (I nvoi ceDate?, TransDate, Bi | | Peri odStart,
Bi | | Peri odEnd) >
<! ATTLI ST BillingTrans
Regi strarld %Regi strarld; #REQU RED
Type CDATA #REQUI RED
Tr ansSt at us (98i || Status;) #REQUI RED
Donai nNane %Donai nNane; #REQUI RED

Regi strant Ref %Jl D #1 MPLI ED

BillingTerm %flerm #REQUI RED

| nvoi cel d %l D, #| MPLI ED

Amount %ol | ars; #REQUI RED>
<I-- Deferred registrar inconme amunt -->

<! ELEMENT Def erredRegi strarlncome (BaseMonth, BaseYear,
I ncomeMont h, | nconeYear) >
<I ATTLI ST Def erredRegi strarl ncome
Regi strarld 9Registrarld; #REQU RED

Bi | | edAnount %ol | ar s; #REQUI RED
Bi | | edCount 9%Nunber; #REQUI RED>
<!-- Domain elenment -->

<! ELEMENT Donmi n (NaneServers?, Regi strant Cont act ?,
Regi st rar Publ i cCont act ?, Adm nCont act ?,
Techni cal Contact ?, Bi | | edUnti | ?, Regi st er edDat e?,
Cancel | edDat e?, LockedDat e?, Audi t Det ai | s?) >

<! ATTLI ST Domai n

Donmai nName oDonai nName; #REQUI RED
Regi strant Ref % D #| MPLI ED
Regi strar Name CDATA #| MPLI ED
St at us (%Domai nSt at us; ) #l MPLI ED
Del egat e oBool ean; #| MPLI ED
Term %er m #| MPLI ED
Regi strarld %Regi strarl d; #1 MPLI ED
UDAI %Jl Dy #| MPLI ED>
<I-- Dommin transfer nmessage -->

<! ELEMENT Donmi nTr ansfer (TransferredDonai n+)>
<! ATTLI ST Donmai nTr ansf er

Regi st rar Name CDATA #REQUI RED

%I meSt anp; >

<l-- Error -->
<! ELEMENT Error (Description, ErrorDetail s*)>
<I ATTLI ST Error

Errorld 9%J D #REQUI RED
Severity 9%\unber; #REQUI RED
Hi nt %Jl D; #REQUI RED>
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<l-- Raw request -->
<! ELEMENT RawRequest (XM, Si gnature)>

<I-- Raw response -->
<! ELEMENT RawResponse (XM, Si gnat ure) >

<I-- Registrar details -->
<! ELEMENT Regi strar (Regi strarPublicContact, Regi strar SRSCont act ,
Def aul t Techni cal Cont act, Encr ypt Keys,
Al | owed2LDs?, Rol es?, Audi t Det ai | s?) >
<I ATTLI ST Regi strar
Regi strarld %Regi strarld; #REQUI RED

Name CDATA #REQUI RED

AccRef CDATA #REQUI RED

URL CDATA #1 MPLI ED>
<I-- Run Log -->

<! ELEMENT RunLog (RunLogTi neStanp, RunLogDetail s?)>
<! ATTLI ST RunLog

ProcessNane CDATA #REQUI RED

Par amet er s CDATA #1 MPLI ED

ActionSt at us CDATA #REQUI RED

Cont r ol CDATA #| MPLI ED>

<!-- Schedule -->

<! ELEMENT Schedul e (First RunDat e, Fi nal RunDat e?, Cr eat eAudi t Text ?,
Cancel Audi t Text ?) >

<! ATTLI ST Schedul e

Pr ocessNane (¥schedul edJob; ) #REQUI RED
Fr equency CDATA #REQUI RED
Par anet ers CDATA #| MPLI ED
Creat eByRegi strarld %J D, #REQUI RED
Creat eActionld %Jl D; #REQUI RED
Cancel ByRegi strarld %J D, #1 MPLI ED
Cancel Actionld %Jl D #1 MPLI ED>
<l-- System paraneter -->

<! ELEMENT SysPar am ( Paranmval ue, AuditDetail s?)>
<I ATTLI ST SysParam
Nanme CDATA #REQUI RED>

<l-- UDAI validity -->
<! ELEMENT UDAI Val i d EMPTY>
<! ATTLI ST UDAI Val i d
Val i d %Bool ean; #REQUI RED>
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